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* Create a reliable 6G services provisioning platform through the definition of a
Security Plane
* Built on a well-defined set of open and programmable Security Functions, delivered as
enablers to the 6G architecture, in a transparent and multi-domain/stakeholder )

environment, with the ability to proactively proposing and assessing strategies to
efficiently handling novel attacks and threats
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e Main contributions:

* A set of enriched security functions — programmable security services to maximize
security guarantees (Security Plane)

A smart “pre-assessment” ecosystem, including simulation, emulation (with network )
digital twins) and real infrastructure, where security and privacy functions are analyzed
prior to production and deployment
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Service Layer (for Verticals) — E2E Slice specific realization
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Current security and privacy framework

Attack #1 ‘ Req #1 ‘ Solution #1 Propietary, non
modular, no
Attack #2 ‘ Req #2 ‘ Solution #2 correlation, no

interaction/sharing, no
scalable

» Softwarising the network Attack#N  WEEp  Req#N  WEEp  Solution #N
» DOTs

> SFs MARE security and privacy plane

» Transition from 5G to 6G

Open, modular, scalable,
adaptable, interoperable, smart

Connecting the dots

- SF #1 m) Attack #1
)| SF#2 B Attack #2

Connecting =» <
8 SF #N mm) Attack #N
th e D O TS , The DOTs ’ t Security Functions

Requirements

» To assess the efficiency of each security function prior to deployment in the operational network, MARE will deliver a pre-
assessment environment, based on network modelling and digital twinning, to be used as a sandbox for security solutions
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Assessment & Enforcement

Vulnerability Assessment (ATOS)

Optimal Attack Path Solution and Selection (ATOS)

Attack Execution (ATOS)

Automation and Application Design Time (laC) security tool (securing IT infrastructure, XLAB)
Smart Recommender/Mitigation Action Selection Engine (UPC)

Proxy
Detection
Lomos (anomaly detection, XLAB)
LDS (net traffic anomalies detection CTI DOTS
0OC-5VM alg. (anomalies detection, UPC) Knowledge extractor (ATOS)
Anomay Detection System (ATOS) Enrichment & Scoring (ATOS)

Intelligent Malware Detector (CeADAR)

Data, Al, NDT & Models Monitoring & Analysis
NDT models (TID)
Attacks models (UPC)
CAMNDIL (data management, TID)
Z-Inspection (Al trustworthiness)
Explainability tools (CeADAR)
ML-based Opaque Data Analysis (Al data management, CeADAR)

Prometheus, Wireshark
DFI
MNetwork Flow Traffic Analyser
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' SECURITY FUNCTIONS
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6G attacks surface: Thematic Areas
| ThematicArea | Awack

TA1: Disaggregation with a “cloud-native” e Network critical attacks/ORAN-related attacks

approach (including ORAN) rApps/xApps/dApps
e Attacks on the network core (NWDAS, PFCP)

e Full Plane Threat Detection: Internal attacks over network
control critical elements
TA2: Intelligence at scale, Al adoption, data e Al and models (MITM&ARP poisoning)
analytics e IBN data tampering POCS
e NE analytics attacks
e Trustworthy operation of Al
e Secure NDT
TA3: Heterogeneous resources, inclusion of far e  DDoS attack from X-Edge
edge and extensive MEC usage
TA4: Network openness & exposure APIs e Secure exposure of network capabilities
TAS5: System convergence: Network of Networks e  Net of nets (attestations, support& share sec in different
network infra/tech)
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Cybersecurity Core
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Abstraction
Layer

Attack Surface Systems Systems
U Telemetry B .
Identification Characterization Aggregation
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Abstraction Layer

Attack Surface Identification: Maps
vulnerabilities and threats into Thematic Areas.

potential

Telemetry: Collects monitoring data and performance
indicators across heterogeneous domains.

Systems  Characterization:  Characterizes and
classifies network entities is by its role in the 6G
architecture.

Systems Aggregation: Responsible for the abstraction
and intelligent grouping of infrastructure elements.
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SEPE

o DOTs Design: Provides a catalogue of atomic security assets (DOTs) that
can be composed into higher-level functions.

Cybersecurity Core

SFs
Repository

Interface
Layer

Abstraction
Layer

DOTs Design

DOTs
Repository

Security Functions Composer

Security
Function
Design

o The DOTs Repository ensures traceability, reusability, and
interoperability of all DOTs.

o Security Functions Composer (SFC): Enables the dynamic creation of

Adaptive Security & Privacy
Orchestrator

Attacks
mitigations/ Playbook
preventive Design
actions

Recommender

modular Security Functions (SFs) by combining DOTs.

Testing
Environment
Manager

Pre-assessment &
validation

o The SFs Repository maintains specifications and metadata of
available SFs for re-deployment and adaptation.
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Security Functions Design: Supports the specification of new
functions when required, extending the repository to cover evolving
threats.

Simulated Emulated Infra
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Al Driver

Attack Surface Telemet Systems Systems
Identification v Characterization Aggregation

o Adaptive Security & Privacy Orchestrator (ASPO): Orchestrates SFs and
manages their lifecycle. It integrates:

o Attack Mitigations/Preventive Actions Knowledge Base: Stores
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mappings between attacks, mitigations, and prevention strategies.

o Recommender: Selects the most appropriate response strategy
given a detected or predicted threat.

o Playbook Design: Formalizes orchestration workflows into

actionable playbooks for automated execution
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Cybersecurity Core

Interface

Layer

Security Functions Composer

Abstraction
Layer
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Attack Surface Telemet Systems Systems
Identification v Characterization Aggregation
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PASTE

Testing Environment Manager coordinates the
selection of the appropriate environment for pre-
assessment and validation activities.

Pre-assessment and Validation defines the
procedures to proactively assess the potential impact
of an attack, as well as the effects of the mitigation or
preventive actions.

Simulated Context, pre-assessment environment
based on open-source 5G/6G emulation tools.

Emulated Context, pre-assessment environment that
makes use of Network Digital Twins and traffic
generation frameworks.

Infrastructure Testbed, pre-assessment environment
leveraging real 5G/6G components for validation.
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Interface Layer

SSLAs: Define security service-level agreements between
stakeholders.

APIl/Connectors: Provide standardized interfaces for third-
party integration and policy exchange.

Visual Mapping: Offers a graphical representation of
active security functions and orchestration flows.

IBN Manager: Enables intent-based interaction with the
security plane, translating high-level intents into technical
actions.

Services Repository: Maintains reusable service
templates and facilitates cross-domain collaboration.
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Are all DOTs mutually compatible? MO (PRI A HIS =l

: ( Say...a security asset (charact., |
?
Wit (9 &1 DO N categor., & catalogue) )

N matrix) )

Is there a fixed set of DOTs already set? : No at all, rather a continuous effort :
e
Are DOTs reachable (i.e. discover&consum)? : Not set :

Registers Exposes

DOTs
Discovery API

DOT

DOTs Design
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Comprehensive repository that Cf)nt!nuous
holds additional information in monlto_rmg of the
metadata form, to be considered design and
to construct SFs from DOTs — 9§ ‘ status of DOTs
—_— across the entire
DOTs discovery System

DOTs Design

DOTs linker Generate or selects the

correct SF with live
DOTs information to
generate accurate,
actionable instructions
on available security
functions

—
e ———————

e —————————
SFs repository

Security Function Composer

Infrastructure
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Demo strategy
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Summary - expected outcomes

| |
|

* Study, identify and categorize the threat landscape in the evolving 6G ecosystem

* Develop a set of enriched Security Functions — independent and modular blocks of
software offering specific security functionalities

* Create a smart “pre-assessment” environment, including simulation, emulation
and real infrastructure, where security related services and functions are analysed
and tested

 The MARE solution will be aligned with the architectural concepts for 6G, as
defined by European and international initiatives
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Follow us
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Thank you

#MARE6G_EU

@MARE_EUProject

@MARE_EUProject

Xavi Masip
@MARE_EUProject Xavier.masip@upc.edu
UPC

@MARE_EUProject@eupolicy.social
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https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
https://www.youtube.com/@MARE_EUProject
https://eupolicy.social/@MARE_EUProject
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