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Securing the Future: MARE's
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Innovative Security Plane for 6G Networks

Key Security Challenges in 6G Networks

As we approach the next evolutionary step in wireless communications, sixth-generation
(6G) networks are expected to provide improved capabilities and performance - including
extreme data speeds, ubiquitous connectivity, intelligent edge and cloud services.

However, with these improvements, new security
challenges are expected, which will be broader and more
complex than those which are currently being faced.

To tackle these threats, the nature of connectivity will
need to be transformed, becoming more robust and
adaptive, to be able to provide us with a secure
foundation to our future digital and connected lives.

A key difference to the architecture of 6G networks, is that they will be highly distributed
and software-driven. Technologies such as cloud-native systems, open radio access
networks (0-RAN) and extensive use of Artificial Intelligence (AI) will allow for networks
to be flexible and programmable, making available new innovations and performance levels
for users. The use of these technologies will though broaden the “attack surface” that
malicious actors could seek to exploit. Every software component, every interface and API
could potentially become an attacker’s entry point if not protected in a secure manner.
Because of this, traditional static security approaches will not be suitable for the next
generation of networks - as these are more relevant for non-programmable static systems.

Data privacy protection is also another important aspect which will need to be
considered, as 6G networks are expected to handle vast volumes of user data - spanning
from personal communications to sensitive industrial and medical information. The vast
scale and diversity of this data, highlights the need for data confidentiality and preventing
unauthorized access or interception. It is therefore important to protect all aspects of a
6G network - as hackers targeting weak points could compromise private information,
identity credentials, or critical operational data.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
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Al will be used as a powerful tool to optimise network operations and enhance network

defensive capabilities, but this tool will come with its own set of risks - as deployed Al
algorithms can themselves become targets for attack. For example, malicious actors might
manipulate training data or exploit vulnerabilities in model deployment to degrade Al
performance with the aim of inducing unsafe decisions. The dual role of Al within 6G,
where it will be used as both a defender tool, but one which can become a potential
liability, highlights the importance of securing Al-driven components.

Further into the future, quantum computing will be a threat to traditional cryptographic
schemes used in all networks. As quantum technologies develop, they could potentially
break many of the encryption techniques used to secure everyday communications.

6G networks will thus need to incorporate new protocols and quantum-resistant
cryptographic methods to ensure long-term data protection and provide protection against
future quantum attacks.

The complexity of 6G networks will also be a security challenge. 6G will connect more
devices and service domains than ever before - from autonomous vehicles and industrial
robotics to digital twin systems and smart cities. Each set of devices and services will
themselves introduce their own set of requirements and security vulnerabilities. In such a
wide and diverse network environment, security will have to be coordinated and managed
by different stakeholders. As a consequence, security approaches will have to be
interoperable, scalable and adaptable to real-time and emerging threats.

The integrity of the 6G network infrastructure is also of vital importance. Critical
components may be supplied and operated by a diverse range of vendors and partners.
This can lead to supply chain vulnerabilities. In the event that an attacker compromises
hardware or software at any point in production or deployment, it could potentially
undermine the entire network. Protecting 6G infrastructure therefore requires technical
defences, rigorous validation, monitoring and trust mechanisms across the entire lifecycle
of network hardware and software.

In summary, despite the potential
benefits of 6G, its security landscape
will force us to rethinking network
security from static, perimeter-based
models to adaptive, programmable
and proactive frameworks - which
are capable of anticipating and
responding to a rapidly evolving
threat environment.

This is the challenge that MARE aims to address, by designing innovative security
solutions suitable for the future of connectivity purposes.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
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To design and build our future wireless world, we must firmly understand the new security
threats that 6G networks will face, and we must design innovative ways to defend against
those threats.

The MARE project is Europe’s response to this challenge.

One of its main objectives is to create a fundamentally different approach to cybersecurity
that matches the flexibility, intelligence and scale of 6G networks themselves. Instead of
relying on traditional “one-size-fits-all” defenses, MARE proposes adaptive, programmable
and proactive security mechanisms that grow and adjust with the network.

The vision of MARE is the concept of the Security Plane - a dedicated layer within the 6G
ecosystem which is designed to understand, anticipate and respond to cyber threats
in real time. This Security Plane will be developed using programmable, modular elements
that can be combined and reconfigured on demand to meet the security needs of the
network and the threat scenarios which it faces. The main idea is to provide security that is
modular, programmable, dynamic, fast and intelligent.
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To achieve this, MARE introduces a set of basic security building blocks known as DOTs.
These can be thought of as small, reusable components, which can be combined between
them into Security Functions, which are tailored to defend against specific threats or envi-
ronments. For example, different combinations of DOTs might be used to protect an
Al-driven service from manipulation, to protect communications in edge computing
environments, or to detect and mitigate distributed denial-of-service attacks.

The modularity available with the use of DOTs means that security can be customised,
extended and updated without redesigning the entire system.

This makes the MARE approach both flexible and future-proof.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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One key innovation of the MARE approach is that its security defences both react against
and prepare for forthcoming threats. The project will develop a smart pre-assessment

environment where security solutions are tested and evaluated before they are deployed
in live networks. Using techniques such as simulation, emulation and digital twins,
MARE can anticipate how different strategies will perform under various conditions. This
“sandbox” approach helps identify weaknesses and refine defences in a controlled setting,
reducing risks and improving confidence in real deployments.

Another important aspect of MARE'’s strategy is systematic threat modelling. By
designing frameworks that classify and analyse possible attacks across the evolving 6G
ecosystem, MARE helps uncover both known vulnerabilities and also potential future ones.
This threat landscape analysis plays a crucial role in ensuring that defensive mechanisms
can evolve alongside emerging technologies and use cases, especially in cloud-native
infrastructure environments or Al-enabled network management.

MARE also focuses on the real-world validation of its solutions through multiple Proof-of-
Concept (PoC) demonstrations.
These PoCs will use the security

3 SECURITY :
plane against a range of threat PLANE

scenarios which are
representative of real operational
challenges in 6G networks - from
attacks on open RAN components
to threats against digital twin
frameworks and Al-driven
decision systems. By
demonstrating adaptability and
effectiveness in these concrete

scenarios, MARE will demostrate
how programmable security can become a foundation for resilient 6G networks.

Importantly, MARE is designed to be open, interoperable and aligned with broader
European and international standards. This means that the Security Functions and
frameworks it develops are intended to work across diverse network domains,
technologies and stakeholder environments, supporting a transparent and collaborative
security ecosystem rather than isolated silos.

In summary, MARE’s approach to emerging 6G threats combines modularity,
intelligence, anticipatory testing and real-world validation - all built on a Security
Plane that is flexible enough to adapt as the networks of the future continue to evolve.
By doing so, MARE seeks to solve today’s security challenges, and to also provide a
framework capable of defending against the unknown challenges of tomorrow.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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Innovative Security Plane

As 6G networks evolve to connect everything from autonomous vehicles to industrial
systems and digital services, the need for smarter and more flexible security becomes
ever more important. The Security Plane developed by the MARE project is an innovative
component designed to meet this need. Instead of being a traditional layer of defensive
tools, the Security Plane is an integrated, intelligent framework that continuously
monitors, analyses and adapts to threats detected across the entire 6G ecosystem.
The MARE Security Plane brings together multiple security capabilities into a single
programmable architecture. This means that instead of relying on fixed, hardware-bound
defenses, it uses software-defined security functions that can be configured, deployed and
updated dynamically in response to changing conditions. This programmability is essential
in 6G, where networks will host hundreds of diverse services and technologies in parallel,
each with different security requirements and ways in which they could be attacked.
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cryption, authentication,
anomaly detection, or
access control. By combin-
ing different DOTs, the
Security Plane can create tailored Security Functions that address specific threats or
protect particular parts of the network. This modularity allows the system to be flexible
and scalable - as it can address simple issues with minimal overhead and more complex

threats with rich, context-aware protections.

The Security Plane also integrates capabilities for real-time observations and analytics. As
network activity occurs, the Security Plane collects data on behavior and performance,
using advanced analysis techniques to identify anomalous patterns that may indicate
emerging threats. This observational layer helps the system detect subtle anomalies long
before they escalate into security attacks, and enables it to adjust defenses proactively.
For example, if unusual traffic patterns suggest a coordinated attack on a certain segment of
the network, the Security Plane can redistribute security resources or initiate protective
measures in the affected segment.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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Supporting this real-time awareness is a pre-deployment validation environment that
allows security strategies to be tested and evaluated before they are rolled out in live
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networks. This “sandbox” environment uses simulations and digital twins to explore how
different security configurations perform under various conditions. This testing step
ensures that security functions are effective and robust in practice, reducing the risk of
unforeseen vulnerabilities when
deployed at scale. Pre-assessment sandbox = Threat modelling interface

Pre-deployment Validation

Testing and evaluating security strategies

Simulation, Emulation, Digital Twin

Testing before deployment

The Security Plane’s architecture is also responsive to emerging technologies such as

Al and edge computing. By incorporating security considerations directly into the
management of these technologies, the plane supports the safe deployment of
Al-enhanced network functions and distributed computing environments. This ensures
that innovations like autonomous orchestration and predictive optimisation are
accompanied by safeguards that protect against exploitation or unintended behaviour.
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In essence, the MARE Security Plane represents a paradigm shift in how cybersecurity
is delivered in next-generation networks, where security becomes a core, adaptive system
that learns from and responds to threats continuously. This integrated, intelligent
approach helps enhancing protection against known vulnerabilities and also equips
networks to withstand new and evolving attack methods. As 6G technology becomes a
cornerstone of future digital society, the Security Plane will play a critical role in ensuring
that connectivity remains safe, trustworthy and resilient.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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Collaborations with other

European Initiatives

The development of 6G is not a task that any single project can achieve alone. The scope and
complexity of next-generation networks require collaboration across Europe’s research,
industry and innovation ecosystem. The MARE project is a key part of this collaborative
ecosystem, collaborating with other European initiatives and stakeholders to ensure that
security is built into the foundation of future connectivity.

Primarily, MARE is funded under the Smart Networks and Services Joint Undertaking
(SNS JU), a major European public-private partnership that supports research and
innovation in next-generation networks and services. By being part of this programme,
MARE contributes to a coordinated European vision for 6G security, aligning its work
with broader goals in connectivity research and allowing it to exchange insights with other
projects funded under the same initiative.

Collaborating for 6G Security

MARE's Role in Europe's Next Generation Networks Initiative

One clear example of this cross-project collaboration is seen through joint events and
webinars where MARE meets with peers from other SNS-JU projects that are tackling
related challenges in the 6G landscape. For instance, in a MARE-hosted webinar on security
challenges in 6G systems, experts from initiatives such as ROBUST-6G, iTrust-6G and
HORSE shared their perspectives alongside the MARE team. These collaborations foster
shared learning and help identify where projects may collectively address emerging threats
or refine architectural strategies.

MARE also collaborated with other projects in the “EUCNC & 6G Summit 2025, Workshop
6: 6G Trustworthiness: Requirements, Challenges and Considerations”, which brought
together leading researchers and industry experts to tackle the challenge of ensuring
trustworthy 6G systems that can securely support evolving use cases. The workshop
explored foundational aspects of trustworthiness such as security, privacy, reliability,
resilience and safety in 6G deployments and participants shared insights on holistic security
orchestration, trustworthiness assessment using Al-assisted methods, advanced remote
attestation techniques, and security evaluation through Network Digital Twins. A keynote
highlighted real-world trustworthiness needs and standardisation perspectives, while an
expert panel discussion fostered deeper alignment on future research directions. The event
highlighted the importance of coordinated efforts to define, implement and measure trust-
worthiness in next-generation networks, towards secure and resilient 6G infrastructures.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
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Building directly on discussions from the EuCNC 2025 workshop, the “Architecting Trust
in 6G: Technical Insights from SNS JU Projects” webinar, was held online on 5 Decem-
ber 2025. The webinar highlighted practical advances across security orchestration,
privacy-preserving architectures, cyber threat intelligence, trust evaluation methods,
secure digital twins, machine-learning driven threat prediction, security planes, and
confidential computing. Each SNS JU project presented their intended prototypes and re-
sults that illustrate how secure-by-design principles can be integrated into 6G.

These interactions, help MARE’s work on a programmable Security Plane to be part of a
collective understanding of secure 6G architecture across Europe. By aligning definitions,
test methods and threat models with relative stakeholders, MARE helps support a more
unified approach that can benefit network operators, standards bodies and future
implementers alike.

In addition, the SNS JU itself is strengthening collaboration with other key European actors
in next-generation connectivity. For example, broader agreements between the SNS JU and
organisations such as the European Space Agency (ESA) aim to deepen cooperation on
technologies that span terrestrial and non-terrestrial networks, reflecting a shared vision
for Europe’s communications future that includes resilient and secure infrastructure
across all domains.
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At the consortium level, MARE brings together 20 partners from across industry and

research in Europe, including telecom operators, universities, research institutions and
innovative SMEs. This diversity of expertise naturally fosters internal collaboration and
positions the project to exchange findings with external initiatives working in related areas
of network innovation.

By working within this rich ecosystem of European collaboration - from other SNS JU
projects to pan-European research initiatives and institutional partnerships, MARE can
enhance the impact of its own work and also contributes to a shared European effort to
secure the future of 6G technology. Through such cooperation, Europe strengthens its
collective capability to innovate, standardise and deploy security solutions that will
underpin next-generation networks for years to come.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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MARE's participation in events %E

MARE has participated in a number of events in 2025. Some key events include: § marebg.eu
« MARE Workshop
o Brought together experts from leading European initiatives to address emerging

security threats and opportunities in next-generation networks.
« More details of this can be found here: https://mare6g.eu/webinars/
o “6G Trustworthiness: Requirements, Challenges, and Considerations”
e A workshop at EUCNC 2025 among 9 SNS-6G Projects.
e More details of this can be found here:
https://www.eucnc.eu/programme/workshops/workshop-6
o “Architecting Trust in 6G” webinar
o As afollow-up to the EuCNC workshop, the webinar showcased the latest
advances in security orchestration, privacy-preserving architectures, cyber threat

intelligence, trust evaluation, security planes, digital twins, ML-driven threat
prediction, and confidential computing.

o More details of this can be found here:
https://mare6g.eu/mare-presented-at-architecting-trust-in-6g-webinar/

MARE will be participating in further events in 2026. Follow us on social media to be kept
up to date!

MARE Publications

MARE has had 4 publications in its first year. These are:

e A Cross-Layer Analysis of Network Antifragility with RIS-assisted Links under Jamming
Attacks

o Machine Learning-Enriched Cybersecurity in Smart Grids

o B5G/6G Cyber Security Testbed

o Design and Evaluation of a Network Digital Twin Framework for 5G/6G Architectures

You can access these publications and read a summary of them in the following page:
https://mare6g.eu/publications

MARE Blog

The MARE Blog is now firmly in place. Aimed for the general public, it provides a
non-technical description of MARE activities, and why MARE and its objectives are
important in the evolution of communication networks.

You can find the MARE Blog here: https://mare6g.eu/blogspot/

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS
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