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Securing the Future: MARE’s  

Innovative Security Plane for 6G Networks 

Key Security Challenges in 6G Networks 
6G networks will provide extreme data speeds and  

ubiquitous connectivity, but will face new  security  

challenges. These networks will be highly distributed and 

software-driven, using cloud-native systems, O-RAN and AI 

to enable flexibility and programmability. However, this 

expanded attack surface means every software component, 

interface and API could become an entry point for  

attackers - making static security approaches obsolete. 

Key threats include: 
• Data Privacy: Protecting vast volumes of personal, industrial and medical information, 

• AI Vulnerabilities: Algorithms can be manipulated or exploited to degrade performance, 

• Quantum Computing Risks: Threatening current encryption techniques, 

• Network Complexity: Connecting autonomous vehicles, robotics, smart cities and  

industrial systems, 

• Supply Chain Vulnerabilities: Compromised hardware or software could undermine  

the entire infrastructure. 

MARE is Europe's response to 6G security challenges.  
MARE introduces the Security Plane - a dedicated layer designed to understand, anticipate 

and respond to cyber threats in real time using programmable, modular elements. 

Core Innovation: DOTs (Security Building Blocks) 

MARE introduces DOTs - small, reusable components combined into Security Functions  

tailored to specific threats. Different DOT combinations protect AI services from  

manipulation, secure edge computing communications, or detect DDoS attacks. This  

modularity enables security customization without redesigning the entire system. 
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• Modular Design: DOTs implement encryption, authentication, anomaly detection and 

access control, 

• Real-time Analytics: Detects anomalous patterns before escalation into attacks, 

• Pre-deployment Testing: "Sandbox" environment using simulation and digital twins, 

• Systematic Threat Modeling: Identifies known and potential future vulnerabilities, 

• Open Standards: Interoperable across diverse network domains and stakeholders. 

The Security Plane represents a paradigm shift - security becomes a core, adaptive  

system that continuously learns from and responds to threats, ensuring 6G networks  

remain safe, trustworthy and resilient. 
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Collaborations with European Initiatives 
MARE is part of the Smart Networks and Services Joint Undertaking (SNS JU), collabo-

rating with other 6G projects including ROBUST-6G, iTrust-6G and HORSE. 

Recent collaboration highlights: 

• EUCNC & 6G Summit 2025: Workshop on 6G Trustworthiness exploring security  

orchestration, privacy-preserving architectures and threat prediction, 

• Architecting Trust in 6G Webinar (December 2025): SNS JU projects presented  

prototypes demonstrating secure-by-design principles for 6G. 

The MARE consortium brings together 20 partners - telecom operators, universities,  

research institutions and SMEs, creating a collaborative ecosystem that strengthens  

Europe's collective capability to innovate, standardize and deploy secure 6G solutions. 
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MARE has had 4 publications in its first year. These are: 

• A Cross-Layer Analysis of Network Antifragility with RIS-assisted Links under Jamming Attacks 

• Machine Learning-Enriched Cybersecurity in Smart Grids 

• B5G/6G Cyber Security Testbed 

• Design and Evaluation of a Network Digital Twin Framework for 5G/6G Architectures 

You can access all these publications: https://mare6g.eu/publications/ 

The MARE Blog is now firmly in place. Aimed for the general public, it provides a non-

technical description of MARE activities, and why MARE and its objectives are important. 

You can find the MARE Blog here: https://mare6g.eu/blogspot/  
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