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Defending future Networks from DDoS Attacks at the Edge PoC#9

Proof of Concept

As mobile networks evolve towards 6G, they are becoming more distributed, more open and more connected to the world
around us. Edge devices — such as smartphones, IoT sensors, connected vehicles and local computing nodes, will play a
crucial role in delivering low-latency services for smart cities, industry, healthcare, entertainment and other fields.
However, this growing “edge” of the network also introduces new security challenges.

PoC#9 focuses on one of the most serious and well-known cyber threats — that of Distributed Denial of Service (DDoS)
attacks, specifically those launched from compromised edge devices — also referred to as X-Edge devices.

Why DDoS Attacks are Changing in 6G Networks DDoS ATTACK ...

. 2 ) : OVERWHELMING THE 6G CORE NETWORK @
A DDoS attack works by overwhelming parts of a network with excessive traffic, :
making services slow, unreliable, or completely unavailable for legitimate users. :
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network. In 5G and beyond, the situation is far more complex. ' it '

In modern mobile networks, devices at the edge of the network are already . 66 ,

authenticated and trusted by the network. If such devices are compromised or — NETWoRK

misused, they can generate malicious traffic from inside the system. This makes :
attacks harder to detect and block — especially when many devices act together |EEEEYS L g T i

while appearing to behave normally.

PoC#9 addresses this challenge by studying how DDoS attacks can originate from
large numbers of edge devices and how future networks can detect and respond
to them effectively.
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TRAFFIC ANALYSIS

The PoC will explore a realistic scenario where compromised “ o>
edge devices generate large volumes of traffic aimed at critical i ,«.A\,M,,A//MM >
network components. These devices may:
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. Generate abnormal service requests.
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o Such behaviour can overload essential network functions
responsible for handling user data and mobility. This can re- "t
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From Detection to Response

PoC#9 utilizes advanced analytics to continuously monitor device behavior, detecting anomalies like unusual traffic volumes,
frequent cell switching, or signaling spikes before a DDoS attack causes disruption. By identifying suspicious device groups
collectively, the network swiftly triggers dynamic responses—such as rate-limiting traffic, isolating compromised edge nodes,
and shielding critical interfaces from overload. These targeted countermeasures effectively contain the threat while
minimizing disruption for legitimate users.
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automated response mechanisms can help
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