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Security Sharing in a Network of Networks PoC#11

Proof of Concept

Future digital services will not rely on a single, isolated network. Instead, 6G ecosystems will consist of many interconnected
networks operated by different stakeholders — such as mobile operators, cloud providers, edge platforms, private enterprise
networks and vertical industries. Together, these form what is often referred to as a “Network of Networks”.

While this interconnection enables powerful new services and seamless connectivity, it also introduces significant security
challenges. A weakness in one network can quickly affect others and isolated security mechanisms are no longer sufficient.
PoC#11 will addresses this challenge by exploring how security information can be safely and effectively shared across
multiple interconnected networks.
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In today’s networks, security monitoring and incident response are often

handled within a single administrative domain. In future 6G environments, this s
approach becomes inadequate. Services may span several networks and attacks P
can propagate across network boundaries.
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in a timely, trustworthy manner, other networks will remain vulnerable.

PoC#11 addresses this by exploring mechanisms that allow collaboration between
networks, without compromising autonomy, privacy, or commercial boundaries.
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BUILDING A UNIFIED DIGITAL FUTURE

Why Security Sharing is Essential in 6G What does “Security Sharing” mean?

Security sharing does not mean giving full access to internal
systems. Instead, PoC#11 focuses on controlled exchange of
relevant security insights, such as:

In today’s networks, security monitoring and incident
response are often handled within a single administrative
domain. In future 6G environments, this approach
becomes inadequate. Services may span several networks  « Indicators of malicious activity,
and attacks can propagate across network boundaries. . Threat alerts,

For example, a threat detected in one operator’s network | Risk assessments,
may be relevant to neighbouring networks or partner
infrastructures. If this information is not shared in a timely

and trustworthy manner, other networks will remain The goal is to ensure that networks can learn from each
vulnerable. other’s observations, improving collective resilience while

maintaining local control.
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PoC#11 demonstrates how networks can exchange
structured, controlled security signals instead of raw
data, allowing for decisive action without revealing
sensitive internal details.
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go unnoticed in isolation.
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coordinate defenses without centralized
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