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Application Scenarios (Thematic Areas)  
 Cloud-Native & O-RAN: Securing disaggregated RAN and core components. 

 AI-Driven Security: Data-centric scenarios and Trustworthy AI. 

 Secure Exposure: Protecting APIs and ecosystems. 

 Multi-Network Federations: Securing "Network of Networks" interactions. 

 Far-Edge Environments: Securing resources at the extreme edge of network. 

Key Architectural Components How the programmable plane works  

 Security Enforcement & Policy Engine (SEPE) 

The brain that analyzes telemetry and plays a key role in 

detection and prediction. 

 Threat Evaluation & Playbook Generation (ASPO) 

Evaluates the alert, taking into account internal  

policies and SSLAs, selects the appropriate mitigation 

strategy, and generates a MitM mitigation playbook. 

 Security Function Composition (SFC) 

Identifies the DOTs required for the selected mitigation 

procedure, retrieves them from the repository, and  

generates a composed SF descriptor packaged as a  

deployable enforcement unit. 

 Pre-Assessment Stress Testing Environment (PASTE) 

The dedicated "sandbox" environment that executes  

simulations and stress tests to verify the SFs behavior. 

 Pre-Assessment and Validation (PAV) 

A critical validation step - executed within PASTE, that 

checks if a proposed security function is safe and  

effective before it is deployed into the live network. 

A Programmable Security Plane  

Dynamic Orchestration: Coordinating DOT behavior and dynamically composing SFs based on real-time threats. 

 DOTs: Atomic security building blocks of the  

architecture,  providing basic security operations.  

 Security Functions (SFs): Higher-level security  

capabilities created by flexibly composing multiple DOTs.  

Vision: Moving away from monolithic security to a  

softwarized, modular and programmable solution where 

security strategies are dynamically composed. 
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