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Abstract - The transition to 6G requires an evolution from
simple connectivity to a complex "network of networks'. While
this ecosystem allows for ubiquitous intelligence, it will also
exponentially expand the attack surface which malicious actors
may attempt to exploit, due to the massive use of entangled
devices and open programmable interfaces. The MARE project
addresses these vulnerabilities by introducing a programmable,
modular and disaggregated Security Plane specifically designed
for 6G ecosystems. This poster abstract outlines MARE's core
architecture, including its Al-driven orchestration and
proactive stress-testing environments, which will be validated
through 11 diverse and inclusive Proof-of-Concepts (PoCs)
relevant to 6G ecosystems.
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[. INTRODUCTION

The transition to 6G represents a fundamental paradigm
shift from simple connectivity to a highly complex, dynamic
and distributed "network of networks". This new era will
seamlessly integrate traditional terrestrial infrastructures with
Non-Terrestrial Networks, creating a communication fabric
which will be supported by a distributed cloud continuum.
This evolution will enable ubiquitous intelligence and hyper-
connectivity, but will also exponentially expand the network's
attack surface. The required softwarization, disaggregation of
network functions (e.g. O-RAN) and heavy reliance on Al will
render traditional, perimeter-based defense models obsolete.
To address novel vulnerabilities, including API misuse, Al
model poisoning and complex data sovereignty challenges at
the edge, the MARE project introduces a software-based, open
and extendable Security Plane designed as an architectural
enabler, to be inserted and orchestrated across the entire 6G
continuum, which will provide programmable, modular
and dynamic security to 6G networks.

While prior initiatives have advanced network security
and Al-driven threat management for next-generation
networks, they largely treat security as an add-on layer within
isolated domains. MARE uniquely delivers a fully
disaggregated, cross-layer Security Plane spanning the entire
6G continuum, combining proactive pre-deployment
validation (PASTE) with a composable, open-source library
of atomic security enablers (DOTs).

II. THE MARE SECURITY PLANE ARCHITECTURE

The MARE Security Plane will act as a programmable
layer that interacts horizontally and vertically with a 6G
network's orchestration mechanism. Central to this
architecture is its modularity, which relies on atomic,
deployable and functional security enablers, so-called DOTs.
These are atomic security building blocks of the architecture,
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which will be dynamically composed and orchestrated (i.e.,
“connecting the DOTSs”), turning into complex, high-level
Security Functions (SFs) to address specific threats under
either a proactive or reactive approach. This dynamic
composition is managed by the Cybersecurity Core, which
hosts two essential engines. The Security and Privacy Engine
(SEPE) serves as the operational intelligence unit, utilizing
advanced Machine Learning models to continuously monitor
telemetry, predict threats and autonomously orchestrate
mitigation workflows. To prevent these automated defensive
actions from inadvertently disrupting network performance,
the system utilizes the Pre-assessment Stress Testing
Environment (PASTE) as a proactive validation sandbox,
employing a Network Digital Twin to simulate sophisticated
attacks and assess the precise impact of proposed
countermeasures before they are deployed to the live network.

III. VALIDATION AND PROOF-OF-CONCEPTS (POCS)

To guarantee the functional completeness and operational
resilience of this novel architecture, the MARE Security Plane
will be rigorously validated through 11 PoCs, spanning five
thematic areas: Cloud-Native & O-RAN, Al-Driven Security,
Far-Edge Environments, Secure Exposure and Multi-Network
Federations. These validation scenarios target the most critical
attack vectors across the 6G ecosystem, including massive
Distributed Denial of Service attacks originating from the far-
edge, internal attacks compromising network control elements
and sophisticated Man-in-the-Middle attacks directed against
Al models. By linking threat identification, Al-driven
prediction, pre-deployment policy validation within PASTE
and dynamic enforcement via the SEPE, these PoCs will
confirm MARE’s capacity to deliver trustworthy, adaptive
and explainable cybersecurity solutions for future 6G mobile
networks.

IV. CONCLUSION AND STRATEGIC IMPACT

MARE will help establish a trustworthy security
foundation for Europe's digital future. By providing an open-
source library of DOTs, a repository of SFs and actively
contributing to global 6G standards, MARE outputs are
designed for industrial exploitation, lowering barriers to entry
for European SMEs and Industry, and thus reinforcing
European digital sovereignty.
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