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Building a Programmable, Modular and Secure
Foundation for 6G Ecosystems

White Paper: Executive Summary

The transition to the 6G era requires a fundamental paradigm shift, evolving from simple connectivity to a sophisticated
"network of networks". This new ecosystem will:
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Such an ecosystem will allow for ubiquitous intelligence
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P and hyper-connectivity. However, security implications

and complex private infrastructures. will be introduced — which must be addressed!

Threats, such as the openness of programmable interfaces and the massive use of entangled devices, will exponentially
expand the attack surface. Vulnerabilities related to Al misuse, APl abuse and data sovereignty will also need to be

addressed — something that traditional perimeter-based defense models will not be able to handle.

To address these challenges, the MARE project - "Programmable, Modular and Disaggregated Security Plane for 6G
Ecosystems", introduces a novel architectural concept — a dedicated Security Plane for 6G, which will be designed to be agile,
programmable and scalable. It will operate as an open, modular and Al-driven security layer, aiming to ensure the availability,

resilience and trustworthiness of 6G services across 6G heterogeneous environments.

Key to MARE’s innovation is the concept of DOTs, which are atomic, deployable functional units that can be dynamically
composed to form complex, high-level Security Functions (SFs). This modularity is orchestrated by the Cybersecurity Core,

which hosts the following two important security engines:

The Security and Privacy Engine (SEPE)

Acts as the operational brain that continuously monitors
telemetry, detects anomalies using advanced Machine
Learning models and orchestrates mitigation workflows
through its Adaptive Security and Privacy Orchestrator
(ASPO), by initiating an appropriate Security Function
composed by the most effective and relevant DOTs.

The Pre-assessment Stress Testing Environment (PASTE)

Which is used as a proactive validation sandbox, allowing
operators to simulate attacks and "stress test" potential
security policies in a virtual network replica. This helps
ensure that defensive actions are validated before being
deployed in an operational network infrastructure, helping
to reduce disruption network services as much as possible.

The MARE architecture will be validated through 11 Proof-of-Concepts (PoCs) which

together target a diverse set of 6G network and attack scenarios.

MARE is a groundbreaking project of the Smart Networks
and Services Joint Undertaking (SNS JU) ecosystem,
developing the work and architectural efforts coming
from related projects such as HORSE and PRIVATEER to
foster a unified European approach to 6G security.
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HEADING THE FUTURE
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Co-funded by
the European Union Find the MARE White Paper at https://mare6g.eu/

MARE’s consortium is composed of 20 partners,
including telecom operators, large technology companies,
research institutions as well as innovative SMEs.
Through this diverse and combined set of European
expertise, MARE will build the trustworthy foundation
required for the intelligent digital society of tomorrow.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s Horizon Europe research
and innovation programme under Grant Agreement No 101191436.

https://mareb6g.eu/



