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PoC Objectlve

Primary Objective

Demonstrates a Security Framework within the O-Rm
architecture, specifically focusing on the Near-RT RIC
(dRAX).

It addresses network critical attacks where multiple xApps
(potentially rogue or misconfigured) issue contradictory
commands to the same RAN resources.

The PoC leverages an AAA (Authentication, Authorization,
and Accounting) model to secure the E2 interface and

Security Guarantee

< Availability: Protects the Near-RT RIC and E2 Nodes against
resource exhaustion.

* Integrity: Prevents unauthorized, conflicting, or corrupted
configuration changes on RAN resources.

*  Authenticity: Zero-trust communication channel within the RIC

ensure that only authorized xApps can perform specific/

Q:tions on E2 Nodes

Attack Addressed
4 )

* Denial of Service (DoS) from Internal Tenants
* Rogue / "Mischieving" xApp Exploitation

\_ platform.

~

)

MARE Contribution

[Security Functions (SFs) - IT-1 Release
* Implementation of the core AAA Framework inside the Near-RT
RIC.
* Validation of mTLS + JWT (Keycloak/OPA) for E2 interface

N\ J

\ enforcement.

~

J

MITRE FiGHT Mapping

g * Tactic: Impact (TA0040)

o Technique: Endpoint Denial of Service (T1499)
o Technique: Network Denial of Service (T1498)
* Tactic: Initial Access (TAO001)
\_ o Technique: Trusted Relationship (T1199)

~

EESNS Pi:?ﬁ:::H“:P - f,‘::;':f':p"e:x union MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s
Horizon Europe research and innovation programme under Grant Agreement No 101191436



Infrastructure Actors Attack Execution

. . * Defenders: iti .
* Orchestration & Platform: Production-ready . 1. Initial Access: _
Kub tes clust o Proxy xApp: The Policy Enforcement o The Rogue xApp is legally deployed on the
. Czr:::Nezccmutsr;:.er' Firecell dRAX Near-RT Point protecting the Config AP!. Ric- I-t compl-etes MTLS handshakes and
: o DoS Protector: The security auditor obtains a valid JWT token from Keycloak.

RIC commercial platform. monitorine telemetr 2. Execution:
* Security & IAM Stack: Kevcloak é OPA: Th(Z.AAA control o The operator flips the simulation switch.
o Keycloak (Identity Provider / JWT o ey ) The Rogue xApp begins abusing its valid

token issuer). plane. credentials to hammer the Proxy xApp
. .. . * The Attacker: endpoint.
o OPA (Policy decision engine). . o .
. Emulated & Testing xApps: o Rogue xApp: An internal actor, initially 3. Escalation:
.g pps: . authorized and authenticated via valid o The attack escalates rapidly, sending
o Proxy xApp: Policy Enforcement Point. mTLS and JWT credentials. hundreds of authenticated requests per

o DoS Protector xApp: Metric auditor
and mitigation trigger.

minute, simulating a textbook internal

Compromised Element: Denial of Service (DoS).

o Rogue xApp: Malicious traffic o No external mfrastruct-ure |s. breached; 4. Impact:
generator (hostile tenant emulation). !nStead' the trut%t reIatlgnshlp of an o Resource exhaustion on the dRAX control
* Monitoring & Telemetry: Prometheus stack mtgrn.al tenantis explonte_d to launch plane am.j saturatlon.(.)f the Config .API'
for live security KPM collection an insider DoS attack against the Near- threatening the stability of the entire E2
or y ) RT RIC. interface and RAN routing.
Validation : Responsible o

. Real infrastructure [ rece

Environment: Partners —
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" Technical Solutio

DOTs Developed/Deployed

Role & Capabilities:

* Monitoring: Continuously scrapes structured audit metrics
and counters.

* Assessment: Evaluates client request rates live against a
predefined abuse threshold.

* Enforcement: Triggers the closed-loop mitigation by calling
the OPA API to dynamically push the rogue client into the
Deny List.

Development & Integration Details:

* Deployed as a lightweight microservice integrated within the
Firecell dRAX RIC ecosystem.

ﬁme: DoS Protector \

Security Functions Composed

ﬁme: Closed-Loop AAA & Anomaly Mitigation SF \

Data flow: Proxy xApp (PEP) - Prometheus - DoS Protector - OPA

- Proxy xApp (Enforcement)

1. Telemetry Generation: Every authenticated request processed
by the Proxy xApp updates structured audit counters.

2.  Metrics Ingestion: Prometheus continuously scrapes these
counters from the Proxy.

3. Threat Assessment: The DoS Protector pulls data from
Prometheus, detects a threshold breach, and identifies the
Rogue xApp client ID.

4. Policy Update: The DoS Protector calls OPA to dynamically
inject the rogue client ID into the RIC deny list.

5. Edge Enforcement: On its next request, the Proxy xApp queries

* Native interoperability with dRAX internal communication OPA, receives a deny decision, and blocks the attack at the edge
buses and telemetry framework. with a 403 Forbidden error.

MARE Security Plane Components involved: PASTE
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" KPIs & Expected Results |

/Unauthorized Access Rejection \

Description: Ability to block xApps without
tokens or with invalid scopes.

Target Value: 100%

Success Threshold: 100%

Measurement Method: Injection of
unauthorized E2AP messages; verification of
rejection count in AAA Audit logs.

Qriority: MUST /

ﬁireat Detection Latency

Description: Time elapsed between a DoS
spike and its identification/blocking by the
MARE SF.

Target Value: < 100ms

Success Threshold: < 200ms (avg)
Measurement Method: Timestamp
comparison between E2 termination

reception and OPA/Proxy rejection response
Priority: SHOULD

~

/System Stability Under DoS

/

Additional KPls addressed by this PoC

 Authentication Success Rate:

o Target: 100% authentication rate for authorized xApps using mTLS/JWT.

e Security Observability Coverage:

Description: RIC CPU and RAM utilization
stability during heavy xApp flooding attacks.
Target Value: < 20% resource overhead
Success Threshold: No service interruption
Measurement Method: Continuous
monitoring of dRAX resource consumption
during Rogue xApp execution.

Q‘iority: SHOULD /

* Target: 100% of security events (Unauthorized access, DoS, Rogue xApp) correctly visualized.

BGSNS

P::?ﬁ:::mp - f::;':f':p"e:x union MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s

Horizon Europe research and innovation programme under Grant Agreement No 101191436



Development & Initial Results

Implementation Actions

K AAA Control Plane: Full deployment of Keycloak \
(Identity) and OPA (Authorization engine).

* Enforcement Layer: Proxy xApp operational as a Policy
Enforcement Point for the Config API.

* Closed-Loop Logic: Integration of the DoS Protector with
Prometheus telemetry and OPA enforcement.

* Attack Suite: Rogue xApp module developed to emulate

\ internal DoS. J

Tools & Frameworks Used

4 N

* Orchestration: Kubernetes.

* RIC Platform: Firecell dRAX Near-RT RIC.

* Security Stack: Keycloak, Open Policy Agent.
 Telemetry: Prometheus stack & Grafana.

* Development: Python (xApps).

\_ /

Preliminary Results

ﬁ

100% Detection Accuracy: Successfully identified \
all rogue flooding attempts above the defined
threshold.

Seamless Mitigation: Real-time token revocation
achieved without pod restarts or control plane
downtime.

Latency Metric: Average response time from threat
detection to edge blocking measured at < 150ms.

Demo Highlights

Attack Injection: Launch of an authenticated Rogue\
XxApp triggering a high-frequency request flood.

Live Monitoring: AAA Dashboard showing real-time
KPM spikes and anomaly alerts.

Automated Response: Closed-loop deauthorization
of the client, resulting in immediate 403 Forbidden
errors at the Proxy level. /
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Pleas_e
see video




Future Wor

Technical Enchancements

* Algorithm Refinement: Transitioning from
fixed thresholds to ML-based behavioral
profiling to detect sophisticated "low-and-
slow" Rogue xApp activity.

* Attack Variants: Implementing additional
rogue scenarios, including unauthorized data
exfiltration attempts and credential abuse
variants.

* Infrastructure Scope: Expanding the testbed
to include multi-tenant scale testing and
monitoring of O-Cloud resource
consumption.

* Performance Tuning: Optimizing the AAA
validation overhead to ensure minimal
impact on Near-RT RIC processing latency for
legitimate traffic.
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Iteration 2 Details

Conflict Management: Implementing
proactive E2 Guidance mechanisms to
identify and resolve contradictory commands
targeting the same RAN resources.

Intent Arbitration Logic: Introducing a
mediation layer to resolve resource
allocation collisions between multiple
authorized xApps.

Token Revocation Optimization:
Streamlining the deauthorization loop to
achieve ultra-low latency enforcement
(<50ms).

MARE Plane Integration: Full orchestration
alignment with ASPO and PASTE for
automated, end-to-end security policy
management.

Horizon Europe research and innovation programme under Grant Agreement No 101191436
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Follow us

EUROPEAN
PARTNERSHIP

B

Thank you

#MARE6G_EU

@MARE_EUProject

@MARE_EUProject

Romain LAHORE
@MARE_EUProject romain.lahore@firecell.io

@MARE_EUProject@eupolicy.social Firecell
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