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PoC Objective

Primary Objective

4 N

Protect 6G network services from risks
introduced by exposing sensitive capabilities
via open APIs, through a layered defence
stack covering enforcement, observability,
detection and analytics.

- /

Attack Addressed

/API exposure attacks: sensitive data leakage,
privilege escalation, impersonation/spoofing,
API abuse and DoS, and accidental exposure

~

Security Guarantee
4 )
Confidentiality, Integrity and Availability of
exposed network capabilities via AuthN/AuthZ,
TLS/mTLS and continuous monitoring.

- J

MARE Contribution

[SF and DOTs orchestrated by ASPO, PAV and\
SSLA. The composed Security Function chains
DOTs across Enforcement, Observability,

\of network interfaces. )

kDetection and Advanced Analytics layers. )

MITRE FiGHT Mapping

/Initial Access: T1190, T1557. Credential Access:
T1552,T1078, T1110. Privilege Escalation: T1098,
T1484, T1068. Defense Evasion: T1587.003, T1036.
\Discovery: T1087. )
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Scenario & Use Case

Infrastructure

4 N

[Describe the testbed which
will be used in the demo]

\_

_/

Actors

4 N

[Identify the actors involved in
this PoC.

Such as Legitimate users /
network functions vs. attacker
role. Internal or external?
Which network element is
compromised?]

\_

/

Attack Execution

4 N

[Step-by-step attack flow:
Such as reconnaissance —
initial access — exploitation
— impact. Key techniques
used.]

\_ /

Validation
Environment:

Simulation / Emulation / Real
infrastructure / Other

Responsible
Partners

Add partner logos here }
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Technical Solut

DOTs Developed/Deployed

G /Enforcement Stack )
Enforcement stack: AuthN/AuthZ, rate-
limiting, secrets management (APISIX,
Keycloak/LDAP, OPA, Vault).
- /
/Telemetry & Detection Stack N
e Telemetry, detection and analytics stack
(OpenTelemetry, Thanos, Loki, Tempo,
Grafana, Alertmanager, Alumet, LOMOS,
CANDIL).
. /

on

Security Functions Composed

Secure Exposure of Network Capabilities
SF

Enforcement: APISIX -> Keycloak -> OPA -
> Vault.

Observability: OpenTelemetry ->
Thanos/Loki/Tempo ->
Grafana/Alertmanager.

Detection & Analytics: LOMOS, Trustworthy

Qcoring, CANDIL. /

 Add more DOTs/SFs if needed

MARE Securiti Plane Comﬁonents involved: SEPE, ASPO, SFC, PAV, SSLA, DOTs.
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KPls & Expected Results |

TTD (Mean Time to
Detection): average time
between the onset of a
security anomaly
(unauthorised data movement,
configuration drift,
impersonation) and its
detection by the monitoring

\itack. (R055, R056, R059)

~

/

ﬁalse Positives / False
Negatives Rate: balance
between alert overload and
undetected attacks:; reduced
over time via Al-driven
detection and adaptive

baselining. (R056, R058,

Qz059)

~

/

Additional KPls addressed by this PoC

* Number of Successfully Blocked Malformed/Abusive Requests at the API gateway (R056, R057, R058)
« Changes Detected vs. Authorized Changes ratio (observability tools vs. pre-approved changes) (R057)
» Detection-to-Mitigation Time for API Misuse or DoS (from alert to enforcement action: throttling, IP blocking,

policy update) (R055, R059)
BESNS - [

EURODPEAN
PARTNERSHIP

-

API Rate Limit Policy \
Enforcement Rate: percentage
of incoming API requests
subjected to rate-limiting rules

at the gateway; fundamental
defence against DoS and API

Cbuse. (RO58, RO59)

/
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Development & Initial Results

Implementation Actions

[Completed component / DOT /
functionality]

[e.g., Attack injection module operational]
[e.g., Detection algorithm integrated with
SEPE]

/

Tools & Frameworks Used

4 N

[List the tools and frameworks used in the
development so far]

Preliminary Results
4 )

[Summarize key early findings: detection
rates observed, latency measurements,
any notable behaviour during attack
injection. Include at least one metric.]

\_ /

. /

Demo Highlights

[Description of what will be shown in the
demo video? (in the next slide) e.g., Real-
time attack injection + SEPE dashboard
detecting anomaly + automated playbook
execution via ASPO]

/
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Pleas_e
see video
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Futu reork

Technical Enchancements

anletion of the detection- \

enforcement loop: integration of
LOMOS anomaly detection DOT with
the MARE Cybersecurity Core.

Further refinement of the CANDIL
(Data-Fabric Knowledge Graph)
structure.

Development of Trustworthy Scoring
logic.

Integration of custom MARE-developed
components with the partially

completed enforcement and telemetry
stacks.
For Iteration 1 here

Iteration 2 Details

mT-Z the Secure Exposure SF will D

completed end-to-end. The detection-
enforcement closed loop will be wired
through the MARE Cybersecurity Core:
SEPE (LOMOS) sends threat
notifications to ASPO, which delivers
mitigation playbooks to the SFC; the
SFC (re)composes the SF after
PAV/SSLA validation. The CANDIL
knowledge graph will be enriched with
identity, policy and operational

telemetry. Trustworthy Scoring DOT wiill

\ideployed alongside the SF. /
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Follow us

Co-funded by
the European Union

BGSNS
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Thank you

@MARE_EUProject

@MARE_EUProject

@MARE_EUProject

#MARE6G_EU

Presenter’'s name]
Email]
‘Organization]

@MARE_EUProject@eupolicy.social
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https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
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