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PoC Objective

Detect insider threats by identifying 

anomalous behaviors (with four specialized 

Security Functions).   The present 

demonstration of the first one is dedicated to 

physical access (badge cloning, off-hours 

entry, unusual patterns) in a performant and 

scalable statistical analysis of turnstile logs.

Primary Objective Confidentiality & Integrity. Zero assumed trust 

for insiders: any behavioral deviation triggers 

immediate security team investigation.

Security Guarantee

4 SFs × 5 DOTs = 20 components. SF1 

(Physical Access Control) demonstrated. SF2–

SF4 in development.  

MARE Contribution

T1078 – Valid Accounts (badge/credential abuse) · 
T1078.003 – Local Accounts · TA0003 – Persistence · 
TA0005 – Defense Evasion  

MITRE FiGHT Mapping

Badge cloning for unauthorized physical access 

to restricted areas. Malicious or compromised 

insiders performing tampering, data exfiltration, 

or sabotage.

Attack Addressed
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Scenario & Use Case

CNIT 5G testbed (Radio, 

Transport, Core, Cloud). 

Simulated NOC with Python 

& Go log generators (CSV, 

Syslog, JSON) emulating 

turnstile access events.

Infrastructure

Legitimate NOC employees 

(normal baseline) vs. 

insider/attacker with cloned 

badge. At-risk assets: NOC 

servers, OSS/BSS systems, 

physical racks.

1. Badge cloning (Initial 

Access) · 2. Unusual 

percentage of access 

attempts failures · 3. 

Tampering / exfiltration / 

backdoor · 4. SF1 flags >2σ 

deviation → priority alert to 

security team. No auto-

blocking: human verification 

required.

Actors Attack Execution

Validation 

Environment:

Responsible 

Partners

Emulation / Simulation —

CNIT Testbed with Python 

Log emulator
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Technical Solution DOTs 
Log Reader DOT

Data ingestion & preprocessing

Port 5001

DOTs Developed/Deployed

1

Pattern Analyzer DOT

Behavior pattern extraction

Port 5002

2

Anomaly Detector DOT

Threat detection & scoring

Port 5004

Report Generator DOT

Multi-format reporting

Port 5005

All fully operational.

Python/Flask microservices, Docker, REST APIs

Statistic Calculator DOT

Statistical baselines

Port 5003

3

4

5



MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s 

Horizon Europe research and innovation programme under Grant Agreement No 101191436

Technical Solution SF 
Security Functions Composed

SF1 – Physical Access Control (✓ Demonstrated)

Badge events, entry/exit logs

[DOT-to-DOT chain: DOT1 → DOT2 → DOT3 → DOT4 → DOT5 

5-DOT chain on turnstile logs → 4 report formats (Text, Executive, JSON, 

Priority).

1

SF2–SF4 – (In Development)

Same 5-DOT pipeline per SF. 

SF2 – Remote access Control: VPN, SSH, RDP Sessions.

SF3 – System operations Control: Process executions, privileges

SF4 – File Activity Control: File Operations, transfers.

2 3 4
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KPIs & Expected Results

Additional KPIs addressed by this PoC

≥90% true positive rate on 

behavioral anomalies. False 

positive rate <5% in controlled 

testbed conditions.

Baselines batch converge 

after ~25 working days per 

employee. 

Each DOT processes 10,000+ 

entries in <30s. Full 5-DOT 

pipeline: end-to-end in <3 min 

on commodity hardware. No 

GPU or ML infrastructure 

required.

• 7 anomaly types detected. 4 report formats. Each SF independently deployable. Full Docker orchestration.

• >2σ deviation threshold triggers anomaly scoring

• Alerts generated within 5 min of log ingestion
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Development & Initial Results
SF1 – Physical Access Control: all 5 

DOTs implemented & integrated

Python Log generators operational (CSV, 

Syslog, JSON)

Docker orchestration: 5 microservices, 

REST APIs (5001–5005), health checks

Implementation Actions

Python 3 (Flask, Pandas, NumPy, SciPy) · 

Go (log generators) · Docker & Compose 

· CSV/Syslog/JSON standards 

Tools & Frameworks Used

SF1 validated on 200-entry synthetic 

dataset (100% preprocessing success 

rate). NIGHT_ACCESS and 

HIGH_FAILURE_RATE correctly detected 

(0 false negatives). Pipeline completes in 

<90s. Baselines stabilize after ~25 days.

Preliminary Results

Live pipeline run: log ingestion → pattern 

extraction → statistical baseline → 

anomaly scoring (2σ) → 4-format report. 

Simulated badge-cloning scenario with 

high failure rate detection and priority 

alert.

Demo Highlights
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PoC Demo Video

Please 
see video
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Future Work

Complete SF2 (Remote Access), SF3 

(File Activity), SF4 (System Operations)

Expand CNIT testbed emulation adding 

OSS Network Manager module for 

Logs generation

Technical Enchancements

IT-2 will run all 4 SFs in parallel 

producing per-employee multi-

perspective risk scores. 

Iteration 2 Details

• IT-1: SF1 demonstration 

completed
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Thank you
Follow us

#MARE6G_EU

@MARE_EUProject

[Presenter’s name]

[Email]

[Organization] 

@MARE_EUProject

@MARE_EUProject@eupolicy.social

@MARE_EUProject

https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
https://www.youtube.com/@MARE_EUProject
https://eupolicy.social/@MARE_EUProject
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