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PoC Objective

Primary Objective

/Validate a security architecture for future 6G \
networks, based on current 5G infrastructure,
against Man-in-the-Middle (MitM) attacks. The
PoC demonstrates how Al-based models can
detect anomalous traffic behaviour, predict
attack evolution, and trigger automated
mitigation actions to preserve network integrity

Security Guarantee
4 )
Early detection and automated mitigation of
DNS spoofing attacks before they significantly
impact users or core network services.

Qnd service continuity. /

Attack Addressed
4 )

MitM on Al models— DNS Server Spoofing

- /
MARE Contribution
/Demonstrates the integration of MARE Security\

Plane components, including SEPE, PASTE
and ASPO, together with monitoring, predictive

\detection and enforcement Security Functions. )

MITRE FiGHT Mapping
/T1590.002 — Gather Victim Network Information:
DNS, T1557.001 — Adversary-in-the-Middle: DNS,
T1071.004 — Application Layer Protocol: DNS,

N /

T1565.001 — Data Manipulation, T1499 — Endpoint
\_Denial of Service J
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Infrastructure

ﬁe PoC is deployed in a fum

dockerized 5G testbed where
all network components run
as Docker containers
interconnected through
isolated virtual networks.

The infrastructure includes:
(UEs, Control Plane, User
Plane, NPN, Security

(klne). /

Use Cs

Actors

GnodeB, Control Plane, UPF,
Legitimate DNS service)
Attacker: (Malicious DNS
Server)

Security Components:
(Continuous Infrastructure
Monitoring SF, Earlier-
Predictive Attack Detection
SF, Enforcement SF, MARE

Qecurity Plane) /

dS€E
ﬁegitimate Entities: (UE, \

Attack Execution

ﬂ Reconnaissance of the
DNS service and network
topology.

2. Deployment of a fake
DNS server.

3. Redirection of DNS traffic
to the malicious server.

4. Delivery of spoofed DNS
responses.

5. Redirection of users to

K fraudulent services. /

Validation
Environment:

Emulation
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.g"

- i i . -
DOTs Developed/Deployed Security Functions Composed
/Prometheus: Real-time infrastructure and ™\ Continuous Infrastructure Monitoring SF R
service metrics. Zeek:Network traffic analysis 1 DNS Traffic — Prometheys/Zeek / Tcpdump
and DNS protocol monitoring. Tcpdump: — CICFlowMeter — Metrics and feature
Raw packet capture. CICFlowMeter: \_datasets. )
Extraction of flow-based features for Al s ~
\umodels. J Earlier-Predictive Attack Detection SF:
- N Extracted Features — ML Models Training —
e ML Models Training: Baseline creation and KSecurity Event Generation. )
continuous learning.
o J
- N Enforcement & Automated Mitigation SF
a Smart Recommender / Mitigation Selection gmatrt :I?ecommender — AP Execution
Engine. AP| Execution Controller. ontrofier
N y

MARE Security Plane Components involved:SEPE, ASPO, PASTE, Emulated testbed, SSLA, System Characterization
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KPIs & Ex|

/nomaly Detection Rate

@tasets and model outputs using

Percentage of tampered or spoofed

DNS traffic correctly classified as
anomalous by the Al-based detection
Security Function.

-Target Value: = 85%

-Success Threshold: = 80%
-Measurement Method:
Comparison between labelled attack

confusion matrix analysis.

_/

ected Results

/Mean Detection Time

Average time required to detect an
ongoing MitM DNS spoofing attack
after its initiation.

-Target Value: < 1 minute
-Success Threshold: < 2 minutes
- Measurement Method: Time
elapsed between attack injection

@d alert generation.

Additional KPIs addressed by this PoC

EESNS

KPI-4: False Positive Rate: < 5%
KPI-5 False Negative Rate: < 2%

KPI-6: Attack Mitigation Success Rate: = 95%

KPI-7 — Service Continuity: =2 95%

Y#

Mitigation Deployment Time
Time required to activate the
Enforcement Security Function
after attack detection.

-Target Value: < 30 seconds
-Success Threshold: < 1 minute
-Measurement Method: Time
elapsed between alert generation

/

@d enforcement activation.

~

/

KPI-8 — Monitoring Coverage: 100% of relevant infrastructure and traffic flows monitored.
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Development & Initial Results

Implementation Actions

[Completed component / DOT /
functionality]

[e.g., Attack injection module operational]
[e.g., Detection algorithm integrated with
SEPE]

/

Tools & Frameworks Used

4 N

[List the tools and frameworks used in the
development so far]

Preliminary Results
4 )

[Summarize key early findings: detection
rates observed, latency measurements,
any notable behaviour during attack
injection. Include at least one metric.]

\_ /

. /

Demo Highlights

[Description of what will be shown in the
demo video? (in the next slide) e.g., Real-
time attack injection + SEPE dashboard
detecting anomaly + automated playbook
execution via ASPO]

/
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Future Work

Technical Enchancements Iteration 2 Details

[New DOT or SF to be added in IT-1]
[Improved ML model / algorithm

refinement] [Provide details of what will occur in the
[Additional attack scenarios or variants] second lteration for this PoC]
[Broader infrastructure testbed
coverage]
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Follow us

EUROPEAN
PARTNERSHIP

Thank you

#MARE6G_EU

@MARE_EUProject

@MARE_EUProject

@MARE_EUProject

@MARE_EUProject@eupolicy.social
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https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
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