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PoC Objective

Validate that a zero-touch approach can 

autonomously detect and remediate attacks 

aimed at the data ingested by the NWDAF. 

The demonstration proves that the closed-

loop pipeline can identify tampered telemetry 

and automatically isolate compromised data 

sources in a timely manner.

Primary Objective

Data Integrity and Service Availability

Security Guarantee

Zero Touch Security Framework (ZTSF), 

Security Enhanced NWDAF (SE-NWDAF) 

DOT, AI/ML Detection DOT, CACAO/OpenC2 

actuators, Integration with the MARE Telemetry

MARE Contribution

T1565.002 (Data Manipulation: Transmitted Data 
Manipulation)

MITRE FiGHT Mapping

NWDAF Analytics Poisoning / Telemetry Data 

Tampering

Attack Addressed
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Scenario & Use Case

All components are deployed 

within an isolated Kubernetes 

namespace. Network 

telemetry is simulated by 

using data from an emulated 

Free5GC core as a baseline, 

the tampering script injects 

tampered records directly in 

the NWDAF data acquisition 

endpoints.

Infrastructure

• Legitimate 5G Network 

Functions (AMF, SMF, AF) 

generating normal 

telemetry,

• An attacker injecting 

tampered telemetry into 

the NWDAF data collection 

endpoints.

1. Access: Compromise 5G 

Core NF (AMF/SMF) or 

SBA segment.

2. Execution: Spoof data 

producer or establish MitM

on SBI.

3. Exploitation: Inject/tamper 

JSON NF Events payloads.

4. Impact: Poison NWDAF 

baseline to evade future 

DDoS detection

Actors Attack Execution

Validation 

Environment:

Responsible 

Partners
Simulation
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Technical Solution
Security Functions Composed

NWDAF continuous analytics poisoning detection and remediation SF

• SE-NWDAF DOT → AI/ML Detection Models DOT → ZTSF DOT → SE-NWDAF 

DOT → oTel Exporter DOT

1

MARE Security Plane Components involved: Telemetry

The PoC exports the filtered NWDAF metrics to the Telemetry component
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Technical Solution
Security Enhanced NWDAF DOT:

• Data Acquisition, exposes interfaces for 

remediation

• Developed using python and go, integrated within 

K8s using CRDs and a K8s python controller 

created with kopf. Integrated with InfluxDBv2 

DOTs Developed/Deployed

1

Zero Touch Security Framework (ZTSF) DOT

• Enforcement and Orchestration. Ingests data, 

analyzes it, selects the appropriate mitigation strategy, 

and executes automated remediation actions against 

the compromised data source.

• Implemented in python, uses MQTT for communication

2

AI/ML Detection Models DOT

• Assessment. Analyzes the ingested NWDAF 

telemetry in near real-time to detect anomalies and 

identify instances of data tampering or poisoning.

• Developed in Python, utilizing FastAPI

3

OpenTelemetry Exporter DOT

• Monitoring and Observability. Exports NWDAF 

subscription metrics to the central MARE telemetry 

stack.

• Developed using python, the corresponding 

opentelemetry library and fastapi

4
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KPIs & Expected Results

Additional KPIs addressed by this PoC

Tampered Data Detection 

Rate (Target: ≥ 95% of 

injected tampered telemetry 

correctly identified).

Mean Time To Detection 

(Target: < 1 minute from data 

ingestion to alert generation).

Detection-to-Mitigation Time 

(Target: ≤ 10 seconds from 

alert to OpenC2 Actuator 

disabling the source).

• False Positive Rate (Target: ≤ 5%)

• Attack Mitigation Success Rate (Target: ≥ 95%)
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Development & Initial Results
• Implemented the CACAO Interpreter

• Implemented the OpenC2 Actuator for the 

NWDAF

• IntegAdded remediation endpoints to the 

NWDAF AnLF

• Integrated the NWDAF With the Telemetry

via the oTel Exporter

• Implemented the ZTSF

Implementation Actions

Kubernetes, Helm, Docker, Python 

(FastAPI, opentelemetry), PostgreSQL, 

InfluxDB, MQTT (Mosquitto), CACAO, 

OpenC2.

Tools & Frameworks Used

• Achieved a 99.67% detection rate for 

tampered data with a Mean Time To 

Detection of 32.28 seconds.

• Achieved a 100% success rate in isolating 

compromised sources, with automated 

execution taking 0.6 seconds post-

detection.

Preliminary Results

Real-time telemetry poisoning injection + 

AI/ML anomaly detection + automated 

CACAO playbook orchestration + zero-

touch source isolation via OpenC2.

Demo Highlights
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Future Work

• AI/ML Model finetuing for anomaly

detection

• Refinement and addition of 

mitigation playbooks

Technical Enchancements

• The MTLF will be integrated with the 

NWDAF to support model drift

detection and model retraining.

• Datasets used by the MTLF will be 

checked for tampering / poisoning.

Iteration 2 Details
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Thank you
Follow us

#MARE6G_EU

@MARE_EUProject

Francesco De Marchi, Pietro G. Giardina
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