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P O C O bj e Ct | Ve /Seurity Guarantee

Primary Objective Access Control (authentication token, https)
/ \ Data Integrity
Service Availability
The SNDT will be actively implementing one of its \_
two Security Functions, while demonstrating its o
capability to detect anomalies in input file (e.g. MARE Contribution
data forging) and protecting its interfaces through 4
the usage of Secure SSL and black- and white- The SNDT is a module of the PASTE
listing. environment in MARE
N _/ N
Attack Addressed
a )
Un-authorized access to the SNDT SFs
Data forging
N J

EESNS Pi:?ﬁ:::H“:P - f:;f;:f'oep"e:x union MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s
Horizon Europe research and innovation programme under Grant Agreement No 101191436



" Scenario & Use Case

Infrastructure

4 N

The CNIT testbed is used in
the demo.

The testbed is used to
generate sample pcap traces
from the actual infrastructure
and to host the SNDT Virtual
Machine

N _/

Actors

4 N

SNDT

Legitimate Users of the SFs
Attackers to SNDT
functionalities

\_ /

Attack Execution

SNDT is initialized — a non-
authorized module accesses
the SNDT interfaces/SFs —
service is denied

Or

SNDT is initialized — a non-
authorized module modifies
the configuration or input data

k incident is signaled /

Validation
Environment:

Emulation / Real
infrastructure

Responsible
Partners
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Technical Solution

DOTs Developed/Deployed

Modified NWDAF DOT
It provides configuration and pcap data to the SNDT

|

-
SNDT Configuration DOT
It translates the infrastructure data into the configuration for

the SNDT
o

N

J

UERANSIM & Open 5GS DOTs
They provide the 5G/6G network emulation DT engine

~N

p
TCPDump / Wireshark DOTs
They allow to generate a pcap capture from the DT

\-

p
Grafana / Prometheus DOTs

They allow to provide a GUI for visualizing the DT output
.

e(
\-

MARE Security Plane Components involved: PASTE
This PoC is connected to the PASTE functionalities
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Al/ML Detection Methods DOTs

It allows to detect known and unknown attacks
\\

Attack Prediction via SNDT DOTs
It allows to use the NDT to provide predictions and predict

G(

f

_anomalies

Security Functions Composed

-

SF NDT-Based Traffic Monitoring
DOT1 —- DOT2 —- DOT3 —» DOT4 — DOT5
\-

SF NDT-Based Anomaly Detection
DOT1 —- DOT2 —- DOT3 — DOT4 — DOT7

_— DOT6
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"KPIs & Expected Results

-~

Network anomaly detection
rate > 85% (average value)

N

~

/

4 N

Data poisoning detection rate
> 95%

o %

Additional notes / KPIs related to this PoC:
* In IT-1 we used some offline pcap traces and a sample topology

 All KPIs are achieved

-

Network anomaly and traffic
prediction performance
under attack > 90%

o

/

« Less than 2 mins between detection and response for the Security Functions
» Basic SNDT / SF health detection service available
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Development & Initial Results

Implementation Actions

/TS—Olz verify that all the interfaces use HTTPS\
TS-02: verify the access control through
blacklisting and whitelisting of IP addresses

- /

Tools & Frameworks Used

4 N

UERANSIM + Open5GS
Python
FAST APl w/ https

\_ /

EUROPEAN

Preliminary Results

ﬂl’ he SNDT is demonstrated to be robust \
with respect to:
* Non-authorized access
» Data forging
It offers a token-based https API to control

Qhe protection of the related interfaces. )

Demo Highlights

~

The video will illustrate the normal
behavior of the SNDT and the reaction to
different attack situation, e.g. access via
http, access while being blacklisted, data
forging detection

/
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Future Work

Technical Enchancements

Extension of the SNDT to additional
attacks

Extension of the SNDT to support
unknown attacks

Broader infrastructures and testbeds
support

Increased integration within the PASTE

environment /

Iteration 2 Details

ﬁproved ML anomaly prediction and\

detection DOTs

Improved Modified NWDAF DOT
Additional scenarios support
Dynamic creation of the SFs chains

Address service availability (ongoing
collaboration between CNIT &

ORANGE)

\_ v
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Follow us

EUROPEAN
PARTNERSHIP

Thank you

#MARE6G_EU

@MARE_EUProject

@MARE_EUProject

@MARE_EUProject

@MARE_EUProject@eupolicy.social
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