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Cybersecurity for tomorrow’s networks: MARE and the B5G/6G testbed in Genoa 

As our world becomes ever more connected – from smart factories and self-driving cars to telemedicine and AI-powered  
devices, the security of the networks behind this connectivity becomes a critical concern. Recognizing this, researchers at the 
CNIT National Laboratory of Smart and Secure Networks (S2N) in Genoa, Italy, have developed a state-of-the-art testbed to 
explore, test and strengthen cybersecurity in Beyond 5G (B5G) and 6G communication technologies. 

This advanced facility, described in a recent publication by Alessandro Carrega, Franco Davoli and Ramin Rabbani, is a step  
towards ensuring that the next generation of wireless networks are both powerful and secure. The testbed serves as a  
controlled environment where experts can safely simulate cyberattacks and test solutions before they are deployed in the  
real world. 

MARE project has received funding from the Smart 
Networks and Services Joint Undertaking (SNS JU) 
under the European Union’s Horizon Europe research 
and innovation programme under Grant Agreement No 
101191436.  

A testbed for a safer digital future 
The Genoa testbed combines advanced hardware 
and software to recreate realistic next-generation 
network scenarios. It can simulate entire  
communication systems – from antennas and base 
stations to user devices, within isolated “islands,” 
allowing researchers to run experiments without 
affecting other projects. 

What is novel in this setup, is its ability to model 
and test cybersecurity threats in a safe and realistic 
manner. Using this environment, researchers can 
study how attacks such DDoS or API exposure 
could disrupt services, and it also allows  
researchers examine how they can be stopped. 

Supporting European collaboration: MARE in action 

The testbed is the work of several European Horizon projects, including MARE, where the testbed helps partners across  
Europe design and evaluate security frameworks that will make 6G networks more resilient, adaptive and trustworthy. 

As an example, one project tested how Artificial Intelligence could detect abnormal traffic patterns during a simulated DDoS 
attack. When the system detected malicious activity, it automatically reduced the impact, allowing normal network  
operations to continue smoothly. This kind of intelligent, automated response will be needed in defending the  
hyperconnected networks of the future. 

Real-world applications  

From classrooms to hospitals 

Beyond research, the testbed also plays an  
educational and societal role. Students and  
industry professionals can use it to learn  
hands-on cybersecurity techniques for modern  
networks. As an example, in healthcare, the 
platform can help test secure communication  
systems for telemedicine or remote surgery, 
where even a brief network disruption could have 
serious consequences. 

Building trust in 6G 
As we move toward a future powered by 6G, ensuring that our digital infrastructure is secure,  
reliable and resilient is essential. The Genoa testbed, supported by MARE and other European  
initiatives, is not just a research tool, it is a blueprint for how Europe is leading the charge in  
developing trustworthy communication technologies. 

By simulating, studying and mitigating tomorrow’s cyber threats today, MARE and its partners are 
building the foundations for a safer, smarter and more connected world. 

https://mare6g.eu/ 


