Programmable, Modular and Disaggregated
Security Plane for 6G Ecosystems

Reimagining Future Networks: MARE’s role in building the 6G Digital Twin Framework

The journey toward 6G is not just about faster speeds or greater connectivity. It’s about creating smarter, self-optimizing
networks that can think, learn and adapt in real time. One of the most exciting innovations making this possible, is the
concept of the Network Digital Twin (NDT) — a virtual mirror of a physical network that allows researchers to model, test and
improve its performance safely and intelligently.

A paper by the NCSR Demokritos team, developed under the MARE project, presents a major step forwards in this area.
Titled “Design and Evaluation of a Network Digital Twin Framework for 5G/6G Architectures”, the it demonstrates how digital

twin technology can help design and manage intelligent, Al-driven networks that will be the foundatlon of the 6G era.

What is a network Digital Twin?

Imagine having a complete digital replica of a
network — one that updates in real time, mimicking
how data flows, how devices connect and how
services behave. This digital twin allows engineers
to experiment safely with new technologies,
predict problems before they happen and test
solutions without disrupting real-world services.
For example, an operator could use a digital twin
to simulate a surge in user demand or a cyber-
attack and immediately see how the network
would react. The lessons learned can then be ap-
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plied to strengthen the actual deployed network.

Bridging the physical and the virtual

The paper presents how the research team designed and implemented a full Network Digital Twin framework, integrating it
with a real 5G testbed. Using open-source tools such as Open5GS, Prometheus and Grafana, the team created a virtual
environment that accurately reflects real network conditions.

This environment was used to compare the performance of the digital twin with the physical network under identical
scenarios — such as different user loads or varying quality-of-service requirements. The results showed that the digital twin
could reproduce real-world behavior, confirming its value as a safe and reliable testing ground.
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Why this matters for
6G and MARE

In the 6G vision, Al will play a central

ﬁ;] gl ‘ g2 NDT Model ) role in managing complex networks.
: EH:I l HEEEE Deployment However, Al models need vast amounts
VA et s of accurate data to learn effectively —

and collecting that data directly from
live networks is often too costly or risky.
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That’s where digital twins come in. They can generate realistic data and simulate network conditions, enabling Al systems to
be trained and optimized before being deployed in the real world. This is particularly important for security, resilience and
efficiency purposes. These are also three pillars of the MARE project’s mission to create trustworthy 6G ecosystems.

A foundation for the Future

This work marks a milestone in building the foundations of Al-driven,
self-aware networks. The Network Digital Twin framework developed by NCSR
Demokritos demonstrates how European research is leading the way in
designing secure and intelligent 6G systems.

By merging physical and virtual worlds, MARE and its partners are shaping a
future where our networks don’t just connect us — they also learn, adapt and
protect us too.

https://mareb6g.eu/
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