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Objective and “accuracy” challenge

Create a reliable 6G services provisioning platform through the definition of a Security 
Plane, built on a well-defined set of open and programmable Security Functions.

Sandbox for
pre-assessment

A smart “pre-assessment” ecosystem where Security Functions are analyzed prior to 
production and deployment (NOWIT principle), through the WHAT-IF Loop
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MARE functional modules
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In short

• Reactive approach
✓ How do we guarantee that the action taken is good 

enough

• Proactive approach
✓ How do we guarantee that the prediction is correct

• In both approaches how do we guarantee that 
the impact of the action taken is not worse than 
doing nothing?

• Two key principles
✓ NOWIT
✓ WHAT-IF

• Impact Analysis
✓ Attack to come
✓ Action to be taken

Pre-assessment Sandbox
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Pre-assesment Sandbox
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Challenges

• Guarentee the right evironment for the pre-assessment

• Guarantee a noon-static and accurate replica is continuously updated in the DT 
(topology and traffic in “real-time”)

• Adjust the models to get the desired levels of accuracy avoiding false positives and 
negatives
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Summary - expected outcomes

• Create a smart “pre-assessment” environment, including simulation, emulation 
and real infrastructure, where security related services and functions are analysed
and tested

• Verify that a specific action (mitigation/prevention) is only executed if it worth it

• Determine the impact of attacks
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Thank you
Follow us

#MARE6G_EU

@MARE_EUProject

Xavi Masip
xavier.masip@upc.edu
UPC

@MARE_EUProject

@MARE_EUProject@eupolicy.social

@MARE_EUProject

https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
https://www.youtube.com/@MARE_EUProject
https://eupolicy.social/@MARE_EUProject
mailto:Xavier.Masip@upc.edu
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