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Motivation and Problem Statement Intent Processing Pipeline
e 6G networks face unprecedented management Example — ~, |Example
: : ‘e e Monitor (args[]) Agent .| * Model context
complexity, making traditional approaches obsolete ¢ Anaiso (ar{ ) nformatior - o e
¢ Intent-Based Networking (IBN) lets operators — N Lo Heode.

express what the network should achieve (instead of
how to configure it)

e LLMs have been successfully employed to
translate high-level intents into low-level actions

e Challenge: how can agentic Al effectively enhance
an IBN system for security purposes?

The EU Project MARE proposes a Security Multiple policy sets are generated per intent. If

Plane for 6G that, combined with IBN and one set cannot be fully deployed, all

agentic Al, enables high-level security goal configuration changes are rolled back and the

expression and autonomous enforcement. next set is attempted, preserving a safe state.

Key Gaps Addressed Implementation and Results
e Multi-domain and multi-vendor interoperability e Orchestrator and subordinate agents implemented
e Agentic intelligence for autonomous security in Python using LangChain/LangGraph libraries
operations in communication networks e Agent calls transmitted as MCP-encoded calls
e Definition of evaluation metrics for intent validity e Intent outcomes logged for system-level
and decision explainability evaluation without live network changes
e Integration with external data sources e On Average 84% of the calls were routed to the
: correct destination
Proposed Architecture e On premises: Qwen3, GPT OSS, Magistral Small
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