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THE SECURITY CHALLENGE IN THE 6G ERA

The move toward the sixth generation of mobile networks (6G) will be revolutionary and
transformative, creating a highly intelligent and integrated digital ecosystem, bringing together
everything from massive [oT to critical infrastructure. However, this convergence and
integration of technologies, will introduce new security and trust challenges. As the network
becomes more distributed, open and programmable, established security paradigms of 5G (and
previous eras) will be found to be inadequate. We first explore the fundamental architectural
evolution of 6G, highlighting the resulting expansion of the attack surface and the specific risks
to data privacy and system resilience which will be faced. We then highlight for the critical need
for the MARE project's novel approach to a programmable Security Plane.

6G as an Evolution Beyond Connectivity

6G is envisioned as an evolution which surpasses speed and bandwidth improvements. It is
defined as a highly complex, dynamic and distributed "network of networks". This architecture
will seamlessly integrate traditional terrestrial networks with challenging Non-Terrestrial
Networks (NTN), to create a truly pervasive and universal communication fabric. One key con-
cept of 6G, is that of a distributed cloud continuum, bringing compute and intelligence
resources closer to the user - from the core cloud to the far edge.

This infrastructure will support high-throughput machine-to-machine communication,
human-centric multimodal communications and the orchestration of highly entangled, diverse
devices which could be operating across different environments. This will require a move away
from centralized network control to one which will be distributed and which will rely on
virtualization, a Service-Based Architecture (SBA), and the extensive and continuous use of
Artificial Intelligence (AlI) to manage complexity, provide flexibility, optimize resource
allocation and ensure performance guarantees in real-time. This required softwarization and
disaggregation, will therefore fundamentally change how communication networks will
operate and be administered.
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Security Implications

This technological leap, despite its many benefits, will though substantially expand the attack
surface of the network, and will create a much more complex security environment than that of
5G. Traditional security models - which are based on hard perimeters, will become obsolete in
this dynamic, highly distributed and open environment. Below we describe some
vulnerabilities which will emerge:

1) Expanded Attack Surface: The disaggregation of network functions, particularly through
open standards like O-RAN, will introduce numerous new interconnect points and
interfaces. Every exposed network capability, often facilitated via Application Programming
Interfaces (APIs), will present a potential entry point for attackers, leading to risks such as
unauthorized access to network resources and widespread API misuse.

2) Al Misuse and Trust: The pervasive integration of Al could possibly act as a double-edged
sword. Al will be necessary for network orchestration and to provide automated security
responses, however, Al systems themselves could become targets and security
vulnerabilities. Risks include adversarial attacks against ML models used for detection and
data
poisoning. This highlights the need for explainability (XAI) - to maintain trust and
auditability in automated security decisions.

3) Data Privacy and Sovereignty: With the massive volume of data processing pushed out to
the edge, urgent issues surrounding data privacy and trust arise. Ensuring data
sovereignty and compliance with stringent European regulations - most notably the
General Data Protection Regulation (GDPR) and the EU Cybersecurity Act, becomes
more complicated in a multi-domain, multi-tenant cloud environment where data must be
monitored for security purposes without compromising user confidentiality.

4) Novel Attack Vectors: The coupling of terrestrial and non-terrestrial domains, coupled
with the reliance on cloud infrastructure, introduces new, complex attack vectors such as
advanced Distributed Denial of Service (DDoS) attacks targeting Radio Access Networks
(RAN), Core Networks, and threats which could originate from compromised devices at the
edge.

The Motivation for MARE

Due to the inadequacy of current security solutions to address the security requirements of 6G
networks, the MARE project was conceived. Within the Smart Networks and Services Joint
Undertaking (SNS JU) ecosystem, MARE will address the critical need for a security architecture
that will be as flexible and programmable as the network it is designed to protect.

MARE is motivated by the need for a logical and horizontal "Security Plane" which can be
inserted and orchestrated across the entire 6G continuum, and be able to ensure the availabil-
ity, accessibility and affordability of trustworthy technologies. MARE will take into account
legal frameworks (such as GDPR) by building in security and privacy by design.
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THE MARE VISION AND OBJECTIVES
Vision
MARE’s core vision is to enable secure and reliable 6G ecosystems through the realization of a

programmable security plane - which is an evolutionary shift away from the static, monolithic
security appliances of the past. The MARE Security Plane will be explicitly designed to be:
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Importantly, the MARE Security Plane will allow third parties and network operators to deploy,
orchestrate and customize new Security Functions dynamically via software. By externalizing
and modularizing the security logic, MARE will facilitate the transition to a flexible,
software-based security framework necessary for 6G environments.

Objectives

MARE is driven by six main objectives - five of which are technical and concern MARE'’s core
research and development tasks and one objective focusing on maximizing European societal
and industrial benefit. These are described below:

Impact Objective: European Leadership

Description: Strengthen European leadership in 6G security by contributing to
standards, open-source communities and the broader SNS JU ecosystem.

Detail and architectural link: This goal will ensure that MARE's innovations transition
into industry best practices and global standards, reinforcing European digital
sovereignty and maximizing the economic and technological return on EU investment.

Objective 1: Architectural Design

Description: Design a modular, disaggregated and programmable Security Plane for 6G,
aligned with the Service-Based Architecture (SBA) and O-RAN principles.

Detail and architectural link: This objective establishes the blueprint for the entire
project, defining the structure of the Cybersecurity Core, the atomic building blocks
(DOTs), ensuring compatibility with 6G standards and the flexibility required for
softwarized network Security Functions.




Description: Develop Al-driven, proactive security provisioning mechanisms that use

Objective 2: Proactive Al-Driven Security

various technologies, for threat prediction and mitigation simulation.

Detail and architectural link: This objective transitions security from reactive to
predictive. The Security and Privacy Engine (SEPE) will deploy Machine Learning models
to detect subtle anomalies, while the Pre-assessment Stress Testing
Environment (PASTE) will use various technologies - such as Network Digital Twins , to
simulate the impact of threats and validate countermeasures before deployment.

Objective 3: Privacy and Trust

Description: Implement privacy-preserving mechanisms and dynamic trust
assessment frameworks to ensure data sovereignty and regulatory compliance.

Detail and architectural link: This objective addresses the complexity of GDPR in
distributed cloud environments. It involves integrating technologies such as

Differential Privacy, Homomorphic Encryption and developing continuous

Dynamic Trust Assessment frameworks for all network components, which will allow
only trusted elements and DOTs to be used in Security Functions.

Objective 4: Validation and Proof-of-Concepts (PoCs)

Description: Validate the Security Plane through a comprehensive set of
representative Proof-of-Concepts (PoCs) addressing critical attack vectors in 6G.

Detail and architectural link: The wvalidation will cover scenarios across all
architectural layers, including attacks on the far edge, the Core Network and
vulnerabilities arising from network openness, proving the end-to-end
functionality and resilience of the MARE solution.

Objective 5: Seamless Integration and Orchestration

Description: Ensure the seamless integration of Security Functions across the cloud
continuum, from edge to core, across multi-domain environments.

Detail and architectural link: This objective is crucial for practical deployment. It
focuses on the orchestration capabilities necessary to dynamically place DOTs to
high-level scalable SFs across the different parts of the network (core, cloud, edge).
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MARE is strategically positioned within the broader framework of European digital policy and

Link with EU Priorities

the Smart Networks and Services Joint Undertaking (SNS JU). The project embraces open
collaboration and knowledge sharing, maintaining close contact and coordination with other
significant SNS JU projects - such as HORSE, PRIVATEER and ROBUST-6G. This collaboration is
important, to ensures a unified, coherent European approach to 6G security, prevent
unnecessary fragmentation or duplication of efforts and collectively maximizes the overall
impact of EU-funded research in delivering a trustworthy and secure 6G infrastructure for the
continent.

ARCHITECTURE: THE MARE SECURITY.-PLANE

The complexity and dynamism in 6G demands a security architecture that moves beyond static
defenses. The MARE project’s core technical contribution is the design and realization of a
Security Plane - a logical, programmable' layer which can be fully integrated within a 6G
network's control and orchestration mechanisms. This security plane will follow the principles
of modularity, disaggregation and Al-driven automation, ensuring that security in 6G adapts in
real-time to the shifting network state and emerging threats across the vast and varied
landscape of 6G networks.

INTERFACE LAYER
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The Cybersecurity Core

At the heart of the MARE architecture lies the Cybersecurity Core, which is a centralized
mechanism that delivers intelligence-driven decision-making and orchestrates policy
enforcement. This cybersecurity core is essential for achieving the project's proactive security
vision. It is organized into the following two primary and interconnected components:

1) Security and Privacy Engine (SEPE): This serves as the operational intelligence unit of the
security plane. The SEPE is responsible for continuous, real-time network monitoring,
ingestion of diverse telemetry data and the deployment of advanced Machine Learning (ML)
models for anomaly detection and threat prediction. When an anomaly is detected, the SEPE
autonomously orchestrates mitigation strategies. Its main function is the dynamic use of
DOTs - which can be considered as atomic functional units, to compose and deploy complex
Security Functions (SFs) on the fly. In this way, the SEPE can ensure a rapid response to
security threats. Furthermore, the SEPE is responsible for managing the continuous
feedback loop, refining ML models based on the outcomes of executed mitigation actions.
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2) Pre-assessment Stress Testing Environment (PASTE): This is the risk-mitigation
component of the MARE architecture, and it is designed to prevent security actions from
inadvertently causing network instability or performance degradation. Before any
high-impact security policy or mitigation is deployed to the live network, it can first be
validated within PASTE. PASTE achieves this through various simulation tools, including a
Network Digital Twin (NDT) - which can be considered as a virtual replica of the current
network state. By emulating sophisticated attacks and assessing the precise impact of
proposed countermeasures in the NDT, the use of PASTE can ensure that selected security
actions are effective, safe and can maintaining Quality of Service (QoS) guarantees.

Threat Prediction ! PASTE Testing & Simulation
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MARE Security Plane transforms network insight into proactive protection through detection,
prediction and pre-assessment testing (PASTE)
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Modular Composition and Programmability

The MARE architecture achieves its flexibility through a commitment to modularity and
programmability — which is founded on the concept and use of DOTs.

e DOTs as Atomic Building Blocks: DOTs can be considered as the elemental building blocks
of security within MARE, representing highly granular security capabilities. Examples
include a "packet capture" DOT for forensic data collection, a "firewall rule” DOT for
enforcement, an "Al inference" DOT for running specific ML models, or a "privacy filter"

DOT for data masking.
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e Dynamic Composition and Workflows: These DOTs are composed into complex, end-to-
end Security Functions (SFs), which in essence are programmable workflows designed to
address specific threats. This dynamic composition is managed by the Cybersecurity Core,
allowing the system to instantly create and deploy a tailored defensive strategy most
suitable to a security threat.

e Software-Defined Adaptability: This programmability is MARE's defining feature. It
allows the Security Plane to adapt to new or emerging threats without requiring
hardware upgrades. Network operators can simply re-orchestrate existing DOTs, integrate
new open-source or proprietary software-based DOTSs, or refine the logical workflow
composition. This facilitates agility, resilience and a future-proof architecture necessary for
the rapid evolution of 6G standards and threat landscapes.

e Integration with 6G Architecture: The Security Plane will be able to integrate seamlessly
with the 6G Orchestration and Management layer. It will expose APIs that allow an
Intent-Based engine to request and deploy specific security functions. This deep integration
will enable the system to place and scale DOTs dynamically across the entire cloud
continuum, ensuring security coverage from the user equipment up to the core network
services.
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The MARE Security Plane is characterized by a set of interconnected technical innovations that

KEY TECHNICAL INNOVATIONS

collectively enable a shift from reactive, perimeter-based defense to a dynamic, proactive and
intent-driven security model. These innovations ensure that the MARE architecture is capable
of protecting the complex, distributed and highly programmable 6G ecosystem. They represent
the core research and development focus areas, guaranteeing resilience, high performance and
compliance with strict European regulations on data and trust.

6G Attack Identification and Classification

MARE begins by establishing a framework of threat intelligence which is specific to the 6G
environment. The project creates a comprehensive knowledge base of 6G-specific threats,
considering threats beyond generic network threats. These threats are categorized into several
core Technical Areas (TAs) to focus the development of targeted security functions. Key
classification examples include:

e TA1 - Disaggregation with a cloud-native approach: This threat classification addresses
the expanded attack surface introduced by disaggregated, cloud-native 6G architectures.
The separation of hardware and software components, reliance on virtualization and use of
open interfaces create new opportunities for attackers to target critical network functions.
Threats include attacks on core and RAN control elements, Al/ML-assisted exploitation of
vulnerabilities and insider or internal attacks that compromise control and management
planes.

e TAZ2 - Intelligence at scale, Al adoption and data analytics: This classification focuses on
threats arising from the pervasive use of AI/ML and large-scale data analytics in 6G
networks. While these technologies enable automation and performance optimization, they
also introduce risks such as model manipulation, data and intent tampering, poisoning of
analytics pipelines and misuse of Al decision-making. Attacks may undermine trust in
Al-driven functions, disrupt zero-touch operations, or exploit digital twins, ultimately
impacting network reliability, security and autonomy.

e TA3 - Heterogeneous resources and extensive edge usage: This classification captures
threats linked to the massive deployment of heterogeneous and geographically distributed
edge and far-edge resources. These environments often consist of devices with limited
security controls and diverse configurations, making them attractive targets for attackers.
The primary concern is large-scale attacks, such as DDoS launched from compromised edge
nodes, as well as the increased likelihood of zero-day exploits that can propagate rapidly
across the distributed 6G infrastructure.




TA4 - Network openness and exposure APIs: This classification addresses security and
privacy risks introduced by exposing network capabilities through open APIs to third-party
applications and developers. While capability exposure enables innovation and new
services, it also raises concerns about unauthorized access, abuse of exposed functions, data
leakage and insufficient isolation between applications and core network resources.
Ensuring secure authentication, authorization and policy enforcement is critical to
preventing exploitation of these open interfaces.

TA5 - System convergence: Network of Networks: This threat classification considers
risks associated with the convergence of multiple heterogeneous networks into a unified 6G
“network of networks.” Interoperability among diverse access technologies (e.g., terrestrial,
satellite,  non-3GPP) and multiple providers increases system complexity and trust
dependencies. Threats include cross-domain attacks, inconsistent security policies,
cascading failures and vulnerabilities at interconnection points, which can compromise
end-to-end security and resilience across the converged ecosystem.

This detailed classification drives the development of targeted detection algorithms and

context-aware mitigation strategies, allowing the system to deploy the right Security Function
(SF) at the right place and time.

Al-Assisted Strategies for Proactive Security

A key innovation of MARE is its shift from reactive mitigation to proactive security

provisioning. This is achieved by deeply integrating advanced Artificial Intelligence and

Machine Learning (ML) models within the Security and Privacy Engine (SEPE) - which

continuously analyzes real-time telemetry data ingested from various network sources.

The ML models are not static, but instead are continuously refined using a closed-loop feedback

mechanism. Post-mitigation telemetry is fed back into SEPE, enabling:

Continuous Refinement: Improving the accuracy of ML models used for anomaly
detection,

Recalibration: Adjusting anomaly thresholds dynamically to account for evolving network
behaviors and attack sophistication,

Improved Early Detection: Enhancing the ability to predict potential breaches before they
escalate, thereby adapting security strategies to the current, dynamic state of the network.
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The Pre-assessment Stress Testing Environment

The Network Digital Twin (NDT) is a vital enabler for proactive security validation. The
Pre-assessment Stress Testing Environment (PASTE) utilizes the NDT to create a
high-fidelity virtual replica of the current network state, including its topology, resource
allocation and traffic characteristics.

This environment allows for crucial "what-if" analysis to take place. Before deploying
any disruptive defense mechanism (such as aggressive traffic throttling or isolating an edge
node), the policy is tested in the NDT which supports both high-level simulation and detailed
network function emulation, providing predictive capabilities for:

o Efficacy Assessment: Determining if the proposed mitigation will successfully neutralize
the threat,

e Impact Analysis: Ensuring that the security action does not degrade Quality of Service
(QoS) for live users or introduce new vulnerabilities.

This safe, pre-deployment validation minimizes operational risk and ensures the integrity of
the live network.

Intent-Based Networking (IBN)

To abstract the immense complexity of managing distributed security functions, MARE
implements Intent-Based Networking (IBN). This feature moves network security
management from low-level configuration commands to high-level declarative goals.

Administrators define security requirements using simple, human-readable intents (e.g.,
"Protect Slice A from unauthorized API access" or "Ensure data sovereignty for all B2B traffic").
These intents are then converted to necessary low-level security logic, which involves:

1) DOT Composition: Automatically selecting and composing the required DOTSs (e.g., a traffic
filter DOT + a user authentication DOT),

2) Deployment: Orchestrating the deployment of the resulting Security Function (SF) across
the appropriate infrastructure points (e.g., edge, core).

Data Privacy Security Function

Recognizing the strict regulatory landscape in Europe, MARE embeds privacy-by-design into its
monitoring tools. To address the need for deep security. monitoring and user data
confidentiality, MARE integrates several advanced mechanisms to achieve this. These include:

e Data Anonymisation: Used to remove identifying information, which could reveal personal
details of a user.

e Encryption within NDT use: Any data that are transmitted to or stored by the Network
Digital Twin are done so in an encrypted manner - preventing unauthorized access.

These mechanisms ensure that security monitoring remains compliant with GDPR, enabling
safe and ethical operation even in multi-tenant, multi-domain cloud environments.




PROOF-OF-CONCEPTS AND VALIDATION SCENARIOS

The MARE project validates the functional ,completeness and operational resilience of its
Security Plane through a comprehensive testbed implementation encompassing 11 distinct
Proof-of-Concepts (PoCs). These scenarios are strategically derived from a structured analysis
of 6G security and privacy threats, ensuring MARE addresses critical attack vectors across the
entire ecosystem. The validation approach is centered on demonstrating the full closed-loop
operation of the system - from threat identification, through Al-driven prediction and
pre-deployment policy validation, to dynamic enforcement, which will confirm MARE's capacity
to deliver trustworthy, adaptive and explainable cybersecurity solutions for future mobile
networks.

The validation process for each PoC will adhere to a standardized methodology, including
defining the scenario, mapping the attack to the MITRE ATT&CK Framework, assessing severity
using CVSS scoring and detailing corresponding mitigations and recommendations.

The 11 MARE Proof-of-Concepts (PoCs)

The following PoCs are defined to be demonstrated by MARE, demonstrating coverage of the
most pressing 6G security challenges:

e PoC#1: Network critical attacks /O-RAN

e PoC#2: Al/ML-aided threat protection, detection and response for the 6G core (6GC)
network

e PoC#3: FPTD: Full Plane Threat Detection - Internal attacks over network control critical
elements

e PoC#4: MitM: Al and models

e PoC#5: IBN-Data-tampering: Data and intent tampering detection
e PoC#6: Security effects of tampered data ingestion by NWDAF

e PoC#7: Trustworthy operation of Al

e PoC#8: SNDT: Secure Network Digital Twin

e PoC#9: DDoS: DDoS attack from X-Edge

e PoC#10: Secure exposure of network capabilities

e PoC 11: Security Sharing in Network of Networks

The 11 MARE PoCs will be the core focus of the 2nd MARE White paper - which will be
published mid-2026.

Readers though are invited to learn about these on our dedicated PoC webpage:
https://mareé6g.eu/pocs/, where they are presented both in a video and a blog-like manner.
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STANDARDIZATION, OPEN SCIENCE AND COLLABORATION

To maximize the impact of its technical innovations and ensure that the MARE Security Plane
evolves into a foundational component of the future 6G ecosystem, the project will engage with
global standards bodies. It is also committed to open science, and will actively collaborate
within the European research community. This strategy is needed, to translate research
outcomes into industrial practice, foster European digital sovereignty and ensure the long-term
sustainability and widespread adoption of MARE’s security architecture and software enablers.

Standardization Targets

Standardization is an important step towards industrializing MARE'’s research outcomes. The
project will actively contribute to proposals, specifications and reference architectures to key
international and regional standardization bodies and industry fora. The goal is to embed the
MARE principles - programmability, modularity (DOTs) and Al-driven security, directly into the
evolution of 6G standards.

Open Science Commitments

Following the European Union’s commitment to Open Science, MARE also adheres to the
following principles to ensure maximum transparency, reusability and dissemination of
knowledge.

e FAIR Data Principles: MARE prioritizes the Findable, Accessible, Interoperable and
Reusable (FAIR) management of all research data generated by the project. This involves
providing rich metadata and using standardized file formats to ensure that future
researchers and industry players can easily locate, understand and reuse open project
inputs (e.g., telemetry data sets used for Al training) and outputs (e.g., performance metrics)
which will be publicized via the MARE website.

e Open Access Publications: All scientific publications resulting from MARE research will be
published in open-access journals or repositories — and specifically Zenodo, and made
available via the MARE website. This commitment ensures that the academic and industrial
communities have barrier-free access to the project’s methodologies, findings and technical
insights.

e Code and Data Repositories: Open source software code developed during the project, will
be made available via open repositories such as GitHub and GitLab. Similarly,
non-confidential data sets used for training the Al models and validating the PoCs will be
archived and accessible through platforms like Zenodo, ensuring reproducibility and
continuous scientific validation. This public availability will help accelerate the integration
of MARE's technology into commercial products and further research projects.




Collaboration and Link with EU Priorities

MARE's success is closely tied to its role within the broader European Smart Networks and
Services Joint Undertaking (SNS JU) ecosystem, and the MARE consortium actively seeks
coordinated efforts to harmonize its architectural designs and security capabilities across the
European landscape. Below we describe ways in which this collaboration is actively being
sought:

e SNS JU Alignment: MARE maintains continuous contact and collaboration with other
strategically important SNS JU projects,. The focus of this collaboration is on:

e Harmonization of Security Architectures: Working to ensure that the MARE
Security Plane is in line with the network management and control planes being
developed by other SNS projects.

e Shared Threat Intelligence (CTI): Developing common formats and protocols for
exchanging Cyber Threat Intelligence, utilizing various mechanisms to facilitate safe
data sharing among trusted partners.

e Joint Dissemination: Participating in shared workshops, white paper initiatives and
technical events to present a unified European vision for 6G security.

e Strengthening Digital Sovereignty: By contributing modular, open-source security
enablers and actively driving standardization, MARE directly contributes to the EU's goal of
Digital Sovereignty. The availability of a European-developed, trustworthy and adaptable
security architecture reduces reliance on non-European proprietary solutions, securing
critical infrastructure against future geopolitical' and technological risks.

e Exploitation and Innovation: The project’'s outputs are designed for industrial
exploitation. The open-source nature of the project will create a platform for European
SMEs and large enterprises to build new security services and products, fostering a vibrant
6G security innovation market within the EU.

EXPECTED IMPACT

The MARE project is conceived as a strategic initiative that goes beyond research, delivering a
trustworthy security foundation that reinforces Europe’s leadership in 6G. Its primary
technological impact is the validation of a programmable, modular Security Plane that
replaces static defenses with proactive, Al-driven orchestration. Through eleven
Proofs-of-Concept, MARE will demonstrate resilience against advanced 6G threats such as
X-RAN DDoS and Al model poisoning, while establishing the Cybersecurity Core (SEPE and
PASTE) and DOTs as a reference architecture for adaptive, fine-grained security control across
future critical infrastructures.
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Economically and from an innovation perspective, MARE will help significantly lower barriers
to entry by providing a library of open-source security enablers that European SMEs, start-ups
and operators can build upon. This approach will reduce reliance on costly, monolithic security
solutions from non-European vendors and stimulate a competitive market for value-added 6G
security services. Automation through Intent-Based Networking and safe policy validation in
the Network Digital Twin will further reduce operational costs and deployment risks,
accelerating the adoption of advanced security mechanisms.

Strategically and societally, MARE will strengthen European digital sovereignty by promoting
software-based, trustworthy security designed and controlled within Europe. The integration of
various mechanisms, will ensure GDPR compliance and sustained user trust, while concrete
contributions to global standards bodies embed European values of transparency and
explainability into 6G specifications worldwide. By securing critical sectors such as healthcare,
energy, Industry 4.0 and promoting open science and efficient cloud-native architectures,
MARE lays the foundation for a resilient, sustainable and secure digital society in the 6G era.

CONSORTIUM

The success of MARE will be a result from the hard work and collaboration of the diverse
expertise brought together by its consortium, comprising 20 leading partners from across the
European innovation landscape. This consortium represents a comprehensive cross-section of
the 6G value chain, encompassing major industrial players, specialized telecom operators,
world-class research institutions and agile Small and Medium-sized Enterprises (SMEs). This
intentional diversity ensures that MARE’s solutions are theoretically sound and technically
feasible, commercially exploitable and fully aligned with industrial deployment needs.

The MARE consortium is led by Space Hellas, providing project coordination and industrial
integration, and is reinforced by major European telecom operators, global technology
vendors, academic and research institutions, all of which are complemented by agile
SMEs - which provide their unique expertise to the project.

Together, operators, researchers, vendors and SMEs form a balanced consortium that ensures
MARE’s programmable security plane is scientifically sound, industrially hardened and ready
for the global 6G market.
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CONCLUSION

The 6G era represents a forward evolution toward a hyper-connected, intelligent and deeply
distributed digital society. The complexity which will be introduced by the convergence of
virtualization, the pervasive deployment of Al and the integration of Non-Terrestrial Networks
will create a very different and much more challenging security environment vastly different,
than anything seen before. The traditional, hardware-bound, perimeter-based security model is
fundamentally inadequate for protecting this dynamic, zero-trust future.

MARE was launched as a strategic initiative to meet this challenge, representing a necessary
paradigm shift in network security architecture.

At its core, MARE delivers a Programmable, Modular and Disaggregated Security Plane that
is as agile as the network it protects. This architecture moves beyond static defense by
establishing the Cybersecurity Core, which houses the intelligence-driven SEPE and the
proactive validation environment, PASTE. The functional foundation is built upon DOTs which
are atomic security functions that can be dynamically composed into complex Security Func-
tions. This programmability, coupled with Intent-Based Networking (IBN), will abstract the
complexity of configuration, allowing operators to define high-level security goals that the
system autonomously translates into real-time defense deployments across the entire cloud
continuum. The viability and trustworthiness of this architecture will be confirmed through the
validation program, which encompasses 11 Proof-of-Concepts (PoCs). Furthermore, MARE
has built in trust and privacy by design, utilizing Dynamic Trust Assessment for continuous
entity verification and implementing mechanisms to ensure strict compliance with European
data regulations like GDPR.

The strategic impact of MARE is set to be transformative. By contributing a Library of
Open-Source Enablers (DOTs) and contributing to Global Standards, MARE will ensure that
European values - specifically those emphasizing privacy and trustworthiness, are integrated
into the fundamental specifications of 6G worldwide. This decisive action reinforces European
Digital Sovereignty, reducing technological dependence on non-European solutions and
fostering a competitive innovation market for security services built on a transparent, modular
foundation.

MARE, therefore, is more than a project - it is the essential secure platform for Europe's digital
future.

We extend an invitation to the global research community, industry stakeholders and
standards bodies to actively collaborate with us in adopting, cooperating and evolving
this foundation, ensuring a secure, resilient and trustworthy launch of the 6G era for the
benefit of all.

Please follow us on our following social media channels and on our website to keep up to data
with MARE news, activities, events and results.
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