%E From Theory to Reality
The 6G Proof of Concepts

( Mission Statement \

MARE is deploying 11 Proof of Concepts (PoCs) to validate
a modular, programmable Security Plane.
Our goal is to demonstrate real-world resilience, functional
integration and zero-touch mitigation across the 6G
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Learn more of our PoCs: https://mare6g.eu/PoCs/




The 11 MARE Proof of Concepts

3

gics
& Qo

O-RAN 6G Core Internal
Protection Al-Defense Threat Detection
Securing control plane Al-driven response in the Identifying insider attacks
traffic 6G core

s
4 925 6
Al-Driven Monitoring Detecting
MitM Defense IBN Integrity Data Poisoning

Automated Man in the

Detecting intent based

Preventing data analytics

Middle mitigation data tampering tampering
=L
7 0= |8 &> 19 =]
S ® g5 0
Trustworthy Secure Edge
Al Validation Digital Twins DDoS Mitigation

Validation of security in

Anomaly prediction via

Rapid mitigation at the

Al models PASTE X-Edge
i

10 gzz 11 ‘

Secure Cross-Network

Capability Exposure

Authorized 3rd-party
network access

Intelligence Sharing

Collaborative cross
network security
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