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Main objective and innovations 

• Create a reliable 6G services provisioning platform through the definition of a 
Security Plane, built on a well-defined set of open and programmable 
Security Functions.
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• Main contributions:
• A set of enriched Security Functions – programmable security services to maximize 

security guarantees (Security Plane) – reactive and proactive approach 

• A smart “pre-assessment” ecosystem where security functions are analyzed prior to 
production and deployment
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The keywords
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Key Concepts 
Attack #1

Attack #2
…
Attack #N

Solution #1

Solution #2
…
Solution #N

Propietary, non 
modular, no 

correlation, no 
interaction/sharing, no 

scalable

Open, modular, scalable, 
adaptable, interoperable, smart
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Attack #1

Attack #2
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Attack #N

Connecting the dots

Security Functions

Req #1

Req #2
…
Req #N

Requirements

SF #1

SF #2
…

SF #N

Current security and privacy framework

MARE  security and privacy plane

• To assess the efficiency of each security function prior to deployment in the operational network, MARE will deliver a pre-
assessment environment, based on network modelling and digital twinning, to be used as a sandbox for security solutions

• Softwarising the network (DOTs and SFs)

Connecting 
the DOTs
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What it all might be…

EuCNC 2026 – Workshop 5: Is there anything new on Security for 6G Networks?, June 2, 2026, Malaga, Spain



MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s Horizon Europe 
research and innovation programme under Grant Agreement No 101191436

6G attacks surface: Thematic Areas

Thematic Area Attack

TA1: Disaggregation with a “cloud-native” 
approach (including ORAN)

• Network critical attacks/ORAN-related attacks 
rApps/xApps/dApps

• Attacks on the network core (NWDAS, PFCP)
• Full Plane Threat Detection: Internal attacks over network 

control critical elements
TA2: Intelligence at scale, AI adoption, data 
analytics

• AI and models (MITM&ARP poisoning)
• IBN data tampering
• NE analytics attacks
• Trustworthy operation of AI
• Secure NDT

TA3: Heterogeneous resources, inclusion of far 
edge and extensive MEC usage

• DDoS attack from X-Edge

TA4: Network openness & exposure APIs • Secure exposure of network capabilities

TA5: System convergence: Network of Networks • Net of nets (attestations, support& share sec in different 
network infra/tech)

PoCs
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MARE functional modules
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Reactive
Approach

Proactive 
Approach
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Some key challenges

• How do we connect the DOTs

• How do we compose the SFs

• How do we run the pre-assessment (impact analysis)

• How do we manage inaccuracy

• How do we define the SSLAs?

• How do we define the bootstrap process?

• How do we manage the deployment of the whole MARE solution
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How do we connect the dots?
What is a DOT?

Say…a security asset (charact., 

categor., & catalogue) 

Are all DOTs mutually compatible?
No way (exposing APIs & compatibility 

matrix)

Is there a fixed set of DOTs already set? No at all, rather a continuous effort

Is there a specific DOTs “connector”? Not set

Are DOTs reachable (i.e. discover&consum)? Not set
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How do we compose SFs?

Generate or selects the 

correct SF with live 

DOTs information to 

generate accurate, 

actionable instructions 

on available security 
functions

Continuous 

monitoring of the 

design and 

status of DOTs 

across the entire 
system

Comprehensive repository that 

holds additional information in 

metadata form, to be considered 
to construct SFs from DOTs

EuCNC 2026 – Workshop 5: Is there anything new on Security for 6G Networks?, June 2, 2026, Malaga, Spain



MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s Horizon Europe 
research and innovation programme under Grant Agreement No 101191436

How do we run the pre-assessmeent?

SF
Testing 

OK?
DeploymentSF Composer

Testing 
Environment 

Manager

Pre-
assessment 
Validation

SSLA

PASTE

NOWIT LOOP

WHAT-IF LOOP

Impact Analysis
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How do we manage inaccuracy?

SSLA Policies (models 

accuracy threshold)
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• Inaccuracy driven by
✓ Wrong prediction in the PASTE (NDT)
✓ Wrong detection in the real infra

Pre-asessment 
Validation

• Handled by
✓ Thresholds to be defined for the 

models (SSLA)

✓ Continuous monitoring (Telemetry)

✓ Impact analysis (PASTE)

Telemetry

SF Detection

SF Prediction

Estimation

Playbook Desing Recommender
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How do we define the SSLA?
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• Used for the pre-assessment 

• Used to configure the SFs

• Used to decide on inaccuracies (models threshold)

• And will be open and extendable



MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s Horizon Europe 
research and innovation programme under Grant Agreement No 101191436

How do we define the Bootstrap process?

EuCNC 2026 – Workshop 5: Is there anything new on Security for 6G Networks?, June 2, 2026, Malaga, Spain

• Two main worflows considering the northbound and southbound interfaces, Abstraction 
Layer and Interface Layer

Step 1 — Infrastructure exposes data southbound The 6G infrastructure pushes raw metrics to Telemetry via 
OTel/Prometheus and pushes raw topology and configuration data directly to SC via its SB interface. SC performs 
entity discovery, role classification, and service/API profiling from this direct infrastructure feed.
Step 2 — Abstraction Layer bootstraps internally
Telemetry enriches SC with annotations and labels. SC then distributes the enriched entity model east-west: it 

forwards the entity model and component interdependencies to ASI for vulnerability correlation and attack surface 
building, and the labelled entity graph to SA for semantic grouping. Telemetry also feeds SA with raw metrics for 
aggregation and provides additional telemetry directly to ASI.
Step 3 — Abstraction Layer feeds Cybersecurity Core
Telemetry sends a live feed to SEPE for continuous detection. ASI sends the structured threat model to the ASPO 
Recommender for strategy selection, and threat datasets to PASTE. Telemetry sends monitoring data to PASTE. SA 
sends aggregated cluster metrics to the ASPO Recommender to support scalable reasoning. SC sends to TEM the 
network topology and the services running in the network.
Step 4 — Abstraction Layer feeds Interface Layer
Telemetry streams live data to ViMa. SC pushes the entity topology graph to ViMa. SA provides aggregated resource 
views to IBN Manager. The SSLA Manager pushes the derived SLO alert rules back down to Telemetry to arm the 
monitoring pipeline.
Step 5 — Steady-state monitoring loop
Infrastructure data flows continuously to SEPE via two optional coupling paths: tight coupling (direct push to 

Monitoring DOT) or loose coupling (via the OTel ingestion pipeline through Telemetry). SEPE runs the detection 
pipeline. In the absence of a threat, a no-event log is returned to Telemetry and monitoring continues.

Step 1 — Operator submits intent and drives bootstrap
The operator submits a high-level security intent via the ViMa GUI. The IBN Manager decomposes it into policy 
objectives and simultaneously requests SSLA creation from the SSLA Manager and queries the Service Repository 
for available Security Functions. The SR — a pre-populated catalogue of approved SFs — replies with options 
matching the intent requirements. IBN passes the decomposed policy together with the selected SF options to the 
ASPO Recommender. The Recommender analyses the input, builds a candidate playbook, forwards the candidate 
SF chain to SFC for composition, and confirms the selected strategy back to IBN. An optional Human-in-the-Loop 
gate allows the operator to review and confirm the candidate strategy via ViMa before bootstrap proceeds. ASPO 
then reports the initial orchestration status to ViMa.
Step 2 — SSLA creation and activation
The SSLA Manager receives the policy objectives from IBN, creates and validates the SSLA, and stores it in the 
Catalog Manager. It notifies the IBN Manager that the SSLA is active, IBN confirms alignment between the intent 
and the SSLA, and the SSLA Manager pushes the derived SLO alert rules to Telemetry to arm the monitoring 
pipeline.
Step 3 — SF composition and preparation
SFC receives the candidate SF chain from the ASPO Recommender. Two paths are possible: if a matching SF 
already exists in SR, SFC retrieves its descriptor and instantiates and configures it; if a new SF must be composed, 
SFC assembles it from DOT and SF building blocks and registers the newly composed SF back into SR so it is 
available for future intent resolution and reuse. SR then exposes the updated SF catalogue to ViMa for operator 
visibility, provides SF metadata to IBN for intent resolution, and ViMa synchronises the intent dashboard with the 
confirmed strategy.
Step 4 — Continuous SLO monitoring
Telemetry evaluates the Alertmanager rules derived from the active SSLAs on a periodic basis. If a breach is 
detected, the SSLA Manager's Notification Manager propagates the event to the IBN Manager and to ViMa for 
display. If no breach is detected, monitoring continues silently.

Interface Layer
Abstraction Layer



MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s Horizon Europe 
research and innovation programme under Grant Agreement No 101191436

How do we define the Bootstrap process?

EuCNC 2026 – Wokshop 5: Is there anything new on Security for 6G Networks?, June 2, 2026, Malaga, Spain



MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the European Union’s Horizon Europe 
research and innovation programme under Grant Agreement No 101191436

How do we manage the deployment?
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Summary - expected outcomes

• Study, identify and categorize the threat landscape in the evolving 6G ecosystem 

• Develop a set of enriched Security Functions – independent and modular blocks of 
software offering specific security functionalities

• Create a smart “pre-assessment” environment, including simulation, emulation 
and real infrastructure, where security related services and functions are analysed
and tested

• Contribute to the diverse challenges in the area of 6G security provisioning
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Thank you
Follow us

#MARE6G_EU

@MARE_EUProject

Xavi Masip
xavier.masip@upc.edu
UPC

@MARE_EUProject

@MARE_EUProject@eupolicy.social

@MARE_EUProject
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https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
https://www.youtube.com/@MARE_EUProject
https://eupolicy.social/@MARE_EUProject
mailto:Xavier.Masip@upc.edu
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