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Why 6G Needs a New Security Paradigm

• Highly distributed 6G architectures

• Open interfaces & cloud-native designs

• Increased attack surface

• AI-driven network behaviour

• Need for adaptive, intelligent security
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What is MARE?

• Programmable 6G security plane

• Modular & disaggregated design

• AI-enhanced threat detection & prediction

• Dynamic orchestration of security functions
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MARE High-Level Architecture

• Three-layer architecture:
• Cybersecurity Core

• Abstraction Layer

• Interface Layer

• Supports modular, scalable security

• Integrates monitoring, analytics, orchestration
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DOTs: The Building Blocks of Security

• DOTs = Basic security primitives

• Reusable and lightweight

• Execution-level actions

• Combined to form Security Functions
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Security Functions

• Composed from multiple DOTs

• Address specific security needs

• Stored in a dedicated repository

• Dynamically deployed & scaled
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The Threat Detection Workflow

• Continuous monitoring

• Behaviour analysis

• DOT-based detection

• Triggering mitigation actions
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The Threat Prediction Workflow

• AI-driven prediction models

• Historical & contextual data

• Forecasting potential risks

• Proactive mitigation preparation
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The Abstraction Layer

• Unified monitoring data

• Attack surface mapping

• Resource, topology & risk 
modelling

• Supports detection and 
prediction
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PASTE: The Pre-Assessment Environment

• Simulation & emulation tools

• Digital twin support

• Safe experimentation

• Evaluating SF performance
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How Everything Fits Together

• DOTs → SFs → Orchestration

• Workflows → detection & prediction

• Abstraction Layer → visibility

• PASTE → validation
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Closing & Next Steps

• Implementation & integration

• Proof-of-Concepts

• Standardisation contributions

• Path toward 6G security adoption
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Thank you
Follow us

#MARE6G_EU

@MARE_EUProject

@MARE_EUProject

@MARE_EUProject@eupolicy.social

@MARE_EUProjec

https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
https://www.youtube.com/@MARE_EUProject
https://eupolicy.social/@MARE_EUProject
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