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PoC landscape description
• The future 6G architecture should support different traffic types, streamlining NF interactions,

and enhancing scalability with reduced signalling overheads and energy consumption

• 3GPP rel. 15 introduced the Service-Based Interfaces (SBI) in the core network design,
allowing direct communication between NFs

• 3GPP rel. 16 introduced the Service Communication Proxy (SCP) for routing NF messages.
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• 3GPP TR 33.926 on “Security Assurance Specification (SCAS) threats and critical assets in 3GPP network
product classes (Rel. 18)” provides details on critical assets, e.g.:

• User account data and credentials

• Log data

• Configuration data

• NF processing capacity

• Interfaces

• In 6G, management functionalities softwarization and AI/ML-based control and service orchestration
will result in a broad and complex environment, compared to 5G

PoC landscape description
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• Different attack types against core NFs (SMF, UPF, AMF, NRF, UDM, NWDAF) will be
considered, including:

• Spoofing identity (IP spoofing, malware, eavesdropping)

• Data tampering (log tampering, user session tampering)

• Information disclosure (leakage of user ID, system fingerprinting, eavesdropping)

• Denial of service (compromised/misbehaving UEs)

• Control signaling (deletion/establishment/modification of sessions)

Attack Description
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• Network data analytics function (NWDAF) adopting the federated learning (FL)
approach, (3GPP rel. 18)

• Support for AI/ML-based attack detection for the service-based architecture (SBA) of
the core network that will

• Provide decentralized data collection and distributed ML model training

• Rely upon multiple NWDAF instances, located in different parts of the network

• Invoke the capabilities of generative adversarial networks (GANs) to expand
training datasets in cases with insufficient data

• Update local models in a privacy-preserving manner through FL

Innovation Brought in
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• FDI has a fully operational testbed, relying on open-source tools, i.e. Open 5GS for the core
network and UERANSIM for the RAN part

• This testbed allows various attacks to be emulated, also using penetration tools, such as
Scapy to imitate malicious NF behavior

• In MARE, we target to extend this testbed, according to the envisioned 6G service-based
architecture and direct NF-to-NF signaling

• Data collection at various NWDAFs will be conducted, with SBA DAME coordinating the FL
training process, hosting an ML repository, to retrieve on demand proper ML models

• In addition to the FDI testbed, THALES will replicate a 6G core & RAN by extending its current
5G digital twin using the THALES CyberRange platform to instantiate this PoC into a 6G NDT

Validation Strategy
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Datasets Explored at the moment
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Security DOTs
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Prometheus collects operational metrics from the Open5GS 
core components, while Wireshark captures traffic traces for 
packet-level inspection. These data sources feed into the 
NWDAF, which performs analytics and anomaly detection 
across distributed 5G cores.

BentoML serves as the inference engine, providing real-time 
AI-based detection, while Flower coordinates the federated 
learning process between the NWDAFs. Each site 
contributes model updates to the Aggregator Server, 
ensuring continuous improvement without exchanging raw 
data.

Security Function
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• Validate the malicious client detection methods by tampering data of one or
more client and measuring the accuracy of the detection algorithm in terms of
false positives and false negatives. False Positive < 5%, False Negative < 2%

• Validate NWDAF AFs against a dataset with known and well-defined labels to spot
misbehavior of the AFs. Validate the accuracy of the detection in terms of false
positives and false negatives. False Positive < 5%, False Negative < 2%

• Validate the accuracy of the anomaly detection and behaviour analytics tool /
90% detection accuracy

• Validate the accuracy of reduction in response time for security incidents through
automated actions

KPIs/Validators
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