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PoC \andscape descrlptlon

The future 6G architecture should support different traffic types, streamlining NF interactions,
and enhancing scalability with reduced signalling overheads and energy consumption

e 3GPP rel. 15 introduced the Service-Based Interfaces (SBI) in the core network design,
allowing direct communication between NFs

e 3GPPrel. 16 introduced the Service Communication Proxv (SCP) for routing NF messages.
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PoC landsca pe descrlptlon
3GPP TR 33.926 on “Security Assurance Specification (SCAS) threats and critical assets in 3GPP network
product classes (Rel. 18)” provides details on critical assets, e.g.:
* User account data and credentials
* Logdata
* Configuration data
* NF processing capacity
* |Interfaces

* In 6G, management functionalities softwarization and Al/ML-based control and service orchestration
will result in a broad and complex environment, compared to 5G
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Attack Description
 Different attack types against core NFs (SMF, UPF, AMF, NRF, UDM, NWDAF) will be
considered, including:
» Spoofing identity (IP spoofing, malware, eavesdropping)

Data tampering (log tampering, user session tampering)

Information disclosure (leakage of user ID, system fingerprinting, eavesdropping)
Denial of service (compromised/misbehaving UEs)
Control signaling (deletion/establishment/modification of sessions)
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Innovation Brought in

 Network data analytics function (NWDAF) adopting the federated learning (FL)
approach, (3GPP rel. 18)

» Support for Al/ML-based attack detection for the service-based architecture (SBA) of
the core network that will

BGSNS

Provide decentralized data collection and distributed ML model training
Rely upon multiple NWDAF instances, located in different parts of the network

Invoke the capabilities of generative adversarial networks (GANs) to expand
training datasets in cases with insufficient data

Update local models in a privacy-preserving manner through FL
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Vahdatlon Strategy

FDI has a fully operational testbed, relying on open-source tools, i.e. Open 5GS for the core
network and UERANSIM for the RAN part

This testbed allows various attacks to be emulated, also using penetration tools, such as
Scapy to imitate malicious NF behavior

* |In MARE, we target to extend this testbed, according to the envisioned 6G service-based
architecture and direct NF-to-NF signaling

* Data collection at various NWDAFs will be conducted, with SBA DAME coordinating the FL
training process, hosting an ML repository, to retrieve on demand proper ML models

* |n addition to the FDI testbed, THALES will replicate a 6G core & RAN by extending its current
5G digital twin using the THALES CyberRange platform to instantiate this PoC into a 6G NDT
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Datasets Explored at the moment

Dataset / Source

DLTeamTUC - 5G Datasets
Fairdata 5G Core Dataset

Feature Attribution for 5G Network Intrusion
(arXiv)

Algorithms 18(7):449 - 5G Intrusion
Detection Maodels {(MDPI)

PFCP Intrusion Detection Dataset (extended)

5G Core PFCP Intrusion Detection Dataset -
Paper (PDF)

SPECS5G - Dataset for Protocol Analysis

IW-IB-5GMET - Infrastructure-Wide 5G

Dataset
EUROPEAN Co-funded by
the European Union

PARTNERSHIP

BGSNS

Focus & Data Type

Multiple 5G pcaps (AMF, SMF, PFCP, Dos,
replay, fuzzing) + CSV exports

Real 5G core logs & packet captures
(OpensGs based)

Paper introducing 5G-NIDD & PFCP datasets
for explainable Al analysis

Uses 5G-MIDD & PFCP data for deep learning
benchmarking

Updated release of PFCP DoS / Tampering
pcaps & flow features

Original dataset description and attack
taxonomy

5G protocol message specifications for text
mining / semantic analysis

Multi-domain monitoring metrics for Al-
driven autonomous networks

Use in PoC#2

Reproduce control-plane attack traces:
baseline for ML/NWDAF feature extraction

Baseline telemetry for normal operation +
anomaly context

Reference methodology for feature
importance & NWDAF explainability

Align PoC training with latest DL
architectures for 5G core

Core dataset for PFCP attack detection
module testing

Documentation for feature engineering &
attack scenarios

Used for semantic validation of PFCP and
SBA message flows

Complementary metric-level input for
NWDAF federated learning
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Security DOTs

Functional Area Tools / Components Purpose & Role in PoC#2

Monitoring & Analysis Prometheus, Wireshark, NWDAF Continuous telemetry and packet-level visibility
for the 5G/4G Core. Prometheus aggregates MF
metrics and exposes analytics. Wireshark
captures traffic from the network. NWDAF
correlates and detects anomalies across data
SOUrces.

Detection & Learning BentoML, Flower, Falco Al/ML-driven intrusion detection and model
orchestration. BentoML serves local anomaly
detection models; Flower manages federated
learning amaong core networks. Falco monitors
runtime behaviors (container/pod activity) for
policy breaches.

Attack Emulation & Stress Testing Scapy Generates synthetic PFCP, GTP-U, and SBA traffic
to simulate Dos, fuzzing, or replay attacks.
Enables validation of detection accuracy and
resilience under controlled adversarial scenarios.

Assessment & Enforcement APl Gateway, Open Policy Agent (OPA), WAF Security enforcement layer: APl Gateway
Agent, APl Execution Controller mediates MF-to-MF calls. OPA enforces dynamic
policies. WAF Agent filters malicious requests.
AP| Execution Controller coordinates automated
mitigation (blocking, throttling, or triggering
retraining).
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KP\S/Vahdators

* \alidate the malicious client detection methods by tampering data of one or
more client and measuring the accuracy of the detection algorithm in terms of
false positives and false negatives. False Positive < 5%, False Negative < 2%

e Validate NWDAF AFs against a dataset with known and well-defined labels to spot
misbehavior of the AFs. Validate the accuracy of the detection in terms of false
positives and false negatives. False Positive < 5%, False Negative < 2%

* Validate the accuracy of the anomaly detection and behaviour analytics tool /
90% detection accuracy

* Validate the accuracy of reduction in response time for security incidents through
automated actions
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