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PoC Objective

To detect and mitigate malicious tampering of 

Intent-Based Networking (IBN) knowledge base 

and telemetry data, demonstrating how MARE’s 

security functions preserve correct intent 

translation and secure closed-loop automation in 

future 6G IBN-managed networks.

Primary Objective Integrity and trustworthiness of IBN control data and 

analytics (knowledge base, telemetry, and policy 

translation), ensuring that network intents are enforced 

as specified without undetected manipulation.

Security Guarantee

Showcases MARE Security Plane protection for IBN, 

including DOTs for telemetry integrity monitoring and 

knowledge base integrity checks, composed into 

Security Functions integrated with SEPE and ASPO.

MARE Contribution

Integrity-focused data poisoning and telemetry spoofing 

against AI-driven network control, mapped to FiGHT ML 

data-manipulation tactics and ATT&CK data integrity 

techniques (e.g., T1565).

MITRE FiGHT Mapping​
IBN data tampering and telemetry spoofing 

against the IBN Knowledge Base and live 

Telemetry streams, leading to corrupted policies, 

misconfigurations, and unsafe intent 

enforcement.

Attack Addressed



Scenario & Use Case

Emulated IBN-managed 6G 

network environment with intent 

assurance, knowledge base, 

telemetry pipeline, and 

SDN/emulated L2 - L3 devices, 

where telemetry and log data are 

collected and analysed for 

tampering.

Infrastructure

Legitimate IBN components 

(intent assurance, knowledge 

base, telemetry collectors and 

network devices) versus an 

attacker with privileged access to 

the knowledge base and/or 

compromised devices injecting 

falsified telemetry into the IBN 

pipeline.

The attacker gains or abuses 

privileged access, alters stored 

telemetry and intent-status 

records in the knowledge base, or 

compromises devices to spoof live 

telemetry. The IBN assurance 

logic then validates abnormal 

states as normal, triggering wrong 

policies, misconfigurations, and 

potential security gaps.

Actors Attack Execution

Validation 

Environment:

Responsible 

Partners
Simulation and Emulation
Using synthetic & collected telemetry datasets



Technical Solution
Prometheus – Telemetry Monitoring DOT

• Monitors IBN knowledge base state and 

device telemetry, providing metrics and 

normalized streams for analysis.

• Runs as a containerized Prometheus instance 

using PromQL queries, exporting data to the 

MARE observability pipeline.

DOTs Developed/Deployed
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LOMOS – Logs Analysis DOT

• Analyses IBN Knowledge Base logs and 

snapshots to spot irregular insertions, 

overwrites, or edits that suggest tampering.

• Deployed as a containerized LOMOS service 

that processes KB change records and 

outputs annotated suspicious events.
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Telemetry Anomaly Detection DOT

• Uses ML on normalized telemetry streams to 

detect spoofed or compromised devices 

sending data to the IBN controller.

• Implements AI/ML models in Python as a 

containerized detector, consuming 

Prometheus metrics. Outputs anomaly alerts.
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Assessment DOT

• Correlates outputs of LOMOS and telemetry 

anomaly detection into trust/severity scores

Mitigation DOT

• Alerts operators or triggers IBN 

reconfiguration
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Technical Solution
Security Functions 

Composed

SF1 – Knowledge Base Telemetry Monitoring and Anomaly Detection

DOT chain: Knowledge base state, access logs → LOMOS (log/snapshot analysis) → Assessment DOT 

→ Mitigation DOT. Prometheus exports KB change metrics and snapshots; LOMOS flags suspicious 

modifications; the Assessment DOT computes trust and severity; the Mitigation DOT alerts KB 

administrators or triggers remediation actions.
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SF2 – Edge Telemetry Data Monitoring and Anomaly Detection

DOT chain: Prometheus (live device telemetry) → Telemetry Anomaly Detection DOT → Assessment 

DOT → Mitigation DOT. Prometheus collects real-time metrics from devices; ML detectors identify 

anomalous telemetry patterns; the Assessment DOT classifies spoofing vs benign change; the 

Mitigation DOT isolates compromised streams or notifies IBN operators.
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MARE Security Plane Components involved: 

SEPE to host the ML-based anomaly detection logic and correlate alerts, ASPO and the Security Function 

Composer (SFC) to compose and deploy the PoC5 SFs from DOTs



KPIs & Expected Results

Additional KPIs addressed by this PoC

Telemetry Anomaly Detection 

Rate

Indicating the percentage of 

tampered or spoofed telemetry 

correctly flagged as anomalous, 

targeting at least 85% detection 

accuracy.

False Positive Rate

Indicating the percentage of 

genuine telemetry incorrectly 

marked as anomalous, targeting 

at most a 20% false positive rate 

to avoid unnecessary alerts.

Malicious Policy Block Rate 

Indicating the percentage of 

policy deployments halted after 

detecting altered telemetry or 

manipulated knowledge-base 

records, targeting at least 85% 

block rate.

• Mean Time to Escalation

⚬ Average time from anomaly detection to escalation to a human operator.

⚬ Targeting a 1-minute mean escalation time.



Development & Initial Results

- Monitoring DOT (log collector), integration 

with LOMOS (anomaly detector), 

Assessment DOT and prototype of 

Mitigation DOT. 

- SF for database tampering detection

- Docker or Podman and K8s

- MARE IBN Module and data persistent 

layer (ElasticSearch/MongoDB)

- LOMOS (XLAB)

Real-time unauthorized telemetry injection  

into the IBN Knowledge Base and 

detection of the data tampering based on 

log collection of the tools.

Implementation Actions

Tools & Frameworks Used

Preliminary Results

Demo Highlights



Future Work

Improve detection capabilities by providing 

extra evidences to the anomaly detection 

DOT.

Implementation of an access control list  for 

the IBN system.

Implementation of Kubernetes (K8s)  setup 

for the PoC.

Technical Enchancements

• Design and implement the telemetry 

anomaly detection DOT using OC-SVM 

and LSTM models to learn normal 

device telemetry behaviour and flag 

anomalous patterns in real-time 

telemetry metrics.

• Integrate this DOT into the PoC5 

Security Function pipeline so that 

detected anomalies in latency, CPU 

load and other metrics are fed to the 

IBN intent assurance logic as 

indications of possible telemetry 

spoofing.

Iteration 2 Details



Thank you

https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true

https://x.com/MARE_EUProject

https://www.youtube.com/@MARE_EUProject

https://eupolicy.social/@MARE_EUProject

#MARE6G_EU

@MARE_EUProject

@MARE_EUProject

@MARE_EUProject@eupolicy.social

@MARE_EUProject

https://www.linkedin.com/company/%CE%BC%CE%B1re/about/?viewAsMember=true
https://x.com/MARE_EUProject
https://www.youtube.com/@MARE_EUProject
https://eupolicy.social/@MARE_EUProject

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9

