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Securing the 6G Future o

the European Union

MARE'’s First 18 Months of Progress

The MARE project - Programmable, Modular and Disaggregated Security Plane for 6G
Ecosystems, is a European research and innovation initiative funded by the Smart
Networks and Services Joint Undertaking (SNS JU) under Horizon Europe. Bringing together
a rich consortium of leading European industry players, research institutions, SMEs and
universities, MARE is rethinking and fundamentally reshaping how security in emerging 6G
landscapes can be achieved.

As 6G networks evolve towards more openness, disaggregation and intelligence - with the
increasing use of Al, the resulting complex and dynamic threat surface needs to be
considered and protected against. Traditional, monolithic and static security approaches
are no longer adequate for environments defined by cloud-native architectures, Open RAN
deployments, Al-driven automation, heterogeneous edge resources and the convergence of
multiple network domains. The MARE project is addressing this challenge by designing,
implementing and validating a programmable, modular and disaggregated Security
Plane that can be dynamically shaped, orchestrated and adapted to meet the evolving
security needs of 6G ecosystems.
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At its core, MARE’s innovative solution is based around atomic security primitives — known
as DOTs, that can be intelligently composed and orchestrated into higher-level Security
Functions (SFs) to monitor, detect, predict and prevent any threat, either known or
unknown, a 6G network may face. This set of threats are conceptually allocated to the
so-called Thematic Areas (TAs), considering up to 5, where the different envisioned
threats and incidents are expected to impact on:

. Disaggregated cloud-native deployments including O-RAN
. Al-driven intelligence at scale

. Heterogeneous and far-edge resources

. Network openness and API exposure

. Convergence of networks of networks.

Now, at its half-way 18-month milestone, MARE has achieved significant progress across
architecture design, security framework implementation, proof-of-concept development
and research output. In this newsletter we present the work achieved so far and preview the
road ahead.
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The first 18 months of MARE have been a period of intense and coordinated activity by all
partners across all work packages, resulting in the completion of the first project iteration
(IT-1), which includes activities related to design, development, integration and
preliminary testing. This milestone represents the transition from architectural design to
working software, with platform components implemented, integrated into a shared
repository and validated against defined Proofs of Concept (PoCs). The achievements are
part of the full lifecycle of a Security Plane - from requirements and architecture design,
implementation to initial demonstration.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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The project's earliest phase was dedicated to understanding and formalising the 6G security
landscape. These included:
1. Identifying the requirements and Key Performance Indicators (KPIs) which will guide
the project's technical work.
2. Introducing the MARE Security Plane's functional architecture for IT-1 and defining its
three-layer structure consisting of:

o The Cybersecurity Core which is comprised of the Security and Privacy Engine
(SEPE) and the Pre-Assessment Stress Testing Environment (PASTE),

o The Abstraction Layer comprised of components which mediate between the 6G
infrastructure and the Cybersecurity Core, transforming raw telemetry and
configuration data into structured, security-relevant representations,

o The Interface Layer which ensures usability and interoperability of the Security
Plane for operators and external systems.

These layers work together to deliver adaptive, Al-driven and proactive security across
heterogeneous 6G environments.

Security by-design across Five Thematic Areas

With the architectural foundations in place, MARE partners carried out a comprehensive

analysis of the security threat landscape across MARE's five Thematic Areas. This work

mapped specific vulnerabilities to threats that could be faced in 6G networks. Each attack

scenario was mapped to the MITRE ATT&CK framework, scored using CVSS and

accompanied by the required DOTs and Security Functions to be composed from them.

The following 11 Proofs of Concept (PoCs) were defined - each targeting a distinct attack

scenario and threat domain:

e PoCO01 - Network critical attacks /O-RAN

e PoCO02 - Al/ML-aided threat protection, detection, and response for the 6G core (6GC)
network

o« PoCO03 - FPTD: Full Plane Threat Detection - Internal attacks over network control
critical elements

e PoC04 - MitM: Al and models

o PoCO5 - IBN-Data-tampering: Data and intent tampering detection

o PoCO06 - Security effects of tampered data ingestion by NWDAF

o PoCO07 - Trustworthy operation of Al

o PoC08 - SNDT: Secure Network Digital Twin

o PoC09 - DDoS: DDoS attack from X-Edge

o PoC10 - Secure exposure of network capabilities

11PoCs

o PoC11 - Security sharing in network of networks
. Proof of Concepts
More details of these PoCs can be found on the

MARE website: https://mare6g.eu/pocs/

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
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Implementing the MARE Security Plane:

)l

First Software Release

After the design, the consortium documented the setup and development of all DOTs across
the 11 PoCs, specifying their implementation status, data interfaces and their composition
into Security Functions. DOTs will be maintained in the MARE GitHub with all relative
documentation.

The first software release of the MARE Security Plane documents the operational state of all
platform components across the three architectural layers, including the SSLA Manager, API
Connectors, Intent-Based Networking (IBN) Manager. While some components remain in
development for the second iteration (IT-2), the IT-1 release establishes a solid, working
foundation across the full Security Plane.

Deploying and Validating: Testbeds and the Validation Framework

Work Package 5 of MARE focuses on ensuring the deployability and testability of the whole
Security Plane, including the deployment and integration of the Abstraction and Interface
Layers, as well as the PASTE module. Components are implemented as containerised
microservices deployable on Kubernetes, which ensures consistency across MARE's federat-
ed testbed infrastructure and orchestration frameworks.

Complementing this, MARE partners in Work Package 6 have also established the validation
framework for the project which includes a testing methodology, normalized KPIs and
validation policy frameworks and a test report template which should be followed by all 11
PoCs.

The IT-1 Release Demonstration has provided validation results for the PoCs executed
during the first integration cycle. Across multiple testbed environments, MARE has
demonstrated the initial operation of its Security Functions. Validated scenarios included
LSTM-based DDoS detection across NDT and physical testbeds insider threat detection via
the 5-DOT FPTD pipeline and Man in the Middle/ARP poisoning detection with Al-based
anomaly classification (PoC4).

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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The MARE Security Plane & maresz.eu
As 6G networks evolve towards highly distributed, programmable and Al-driven
ecosystems, cybersecurity must become more dynamic, intelligent and proactive. MARE
addresses this challenge by developing an innovative Security Plane that provides
advanced security and privacy capabilities as integral components of the future 6G
architecture.

The MARE Security Plane, illustrated below, is designed as an open, programmable and
multi-stakeholder platform capable of protecting next-generation services across
heterogeneous environments. Rather than relying on static security mechanisms, MARE
introduces adaptive Security Functions that can anticipate threats, assess their impact, and

automatically deploy the most appropriate countermeasures.
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At the centre of the architecture lies the Cybersecurity Core, the intelligence engine of the

MARE Security Plane. Its mission is to continuously analyse security conditions, determine
the most suitable protection strategies, and orchestrate security and privacy functions
according to the evolving state of the network.

The Cybersecurity Core is built around two main functional blocks: the Security and
Privacy Engine (SEPE) and the Pre-assessment Stress Testing Environment (PASTE).
The SEPE is responsible for designing and orchestrating security mechanisms. It relies on
security building blocks, known as DOTs, which can be dynamically combined into more
advanced Security Functions (SFs). This modular approach provides flexibility and
scalability, allowing security capabilities to be adapted to the needs of different services and
deployment scenarios. An intelligent orchestration component then selects and deploys the
most appropriate security and privacy actions according to detected threats, network
conditions, and predefined policies.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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The Security Functions Composer (SFC) component dynamically combines DOTs into the
Security Functions required by the network. This flexible composition mechanism enables
MARE to tailor security capabilities to the specific needs of services, applications, and
deployment environments. The SFC is supported by a Security Functions Repository that
maintains a catalogue of available and deployable security functions.

The decision-making capabilities of SEPE are provided by the Adaptive Security and
Privacy Orchestrator (ASPO). ASPO continuously analyses attack alerts, network
conditions, and predefined security policies to determine the most appropriate protection
strategy. Its Recommender identifies the best mitigation or preventive strategy, while the
Playbook Design module generates executable workflows specifying the required Security
Functions and their execution sequence. An Attack Mitigation and Preventive Actions
Repository maintains mappings between attack types and protection strategies, enabling
rapid and informed decision-making. Finally, the Orchestrator enforces mitigation and
preventive actions across the infrastructure while continuously monitoring their
effectiveness and adapting them as needed.

Complementing this functionality, the PASTE enables security strategies to be evaluated
before they are deployed. By leveraging simulators, Network Digital Twins (NDTs), and
testbeds, the PASTE can assess the effectiveness of preventive and mitigation actions in a
controlled environment. This proactive approach reduces operational risks and increases
the resilience of future 6G infrastructures.

PASTE relies on two complementary modules. The Testing Environment Manager (TEM)
selects the most suitable assessment environment, ranging from simulators to NDTs and
real testbeds. The Pre-assessment and Validation (PAV) module then orchestrates the
experiments required to analyse the impact of attacks and validate the effectiveness of the
proposed mitigation or preventive actions. This proactive approach reduces operational
risks and significantly increases the resilience of future 6G infrastructures.

The Abstraction Layer acts as the bridge between the Cybersecurity Core and the
underlying infrastructure. Its primary role is to collect, analyse, and contextualise
information from heterogeneous environments, transforming raw data into actionable
security intelligence.

The Telemetry component continuously monitors the 6G ecosystem. Beyond traditional
performance indicators, telemetry also captures security metrics, providing a holistic view
of the infrastructure and the applications running on top of it.

To further strengthen security, the Attack Surface Identification (ASI) component
continuously analyses the network to identify potential attack vectors, vulnerable interfaces,
and exposed services. By maintaining up-to-date threat models and attack surface
descriptions, ASI enables the system to anticipate vulnerabilities and implement defence-in-
depth strategies.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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The System Characterization module provides context-aware representations of {,é,:,}:, mare6g.eu
network entities by identifying their roles within the 6G architecture, modelling their
behaviour through telemetry analysis and Al-based profiling, and discovering their services,
interfaces, and communication dependencies.

Finally, the System Aggregator transforms the collected information into higher-level
abstractions, providing a unified view of the infrastructure. Resources can be grouped
according to their location, functionality, service type, or behavioural characteristics,
simplifying security analysis and orchestration across complex and heterogeneous 6G
environments.

While advanced cybersecurity capabilities are essential, they must also be accessible,
interoperable, and easy to use. This is the role of the Interface Layer, which acts as the
main interaction point between the MARE Security Plane, users, and external systems.

A key element of this layer is the Security Service Level Agreement (SSLA) framework,
which formalises security requirements into structured and enforceable agreements. By
defining measurable security objectives, SSLAs ensure that the behaviour of the platform

remains aligned with user expectations and business needs.

/xé;{\{mw BUILDING g, -
v\yﬁ" — ) —

y

Telemetry &
Context Input

& \ <
——
\ Usapi pnct®
Infrastructure N ) 4
N &= y ~ ADAPTIVE
Understanding > T J ‘/ Eg;ggﬁ_‘lzé"'l\‘%”g

:Z

Interoperability is provided through a set of APIs and Connectors, enabling the secure
exchange of data, policies, and control actions across heterogeneous domains and external
platforms. This open approach facilitates integration with existing ecosystems and
promotes the adoption of MARE technologies.

To increase transparency and situational awareness, the Visual Mapping component offers
intuitive and real-time visualisations of telemetry data, SFs, and orchestration workflows.
Through graphical dashboards, users can easily understand the operational status of the 6G
network and monitor the actions performed by the Cybersecurity Core.

The Intent-Based Networking (IBN) Manager further simplifies interactions with the
system by translating high-level security requirements into machine-readable intents and
actionable network policies. This enables users to express what they want to achieve, while
the platform automatically determines how to implement the corresponding security
measures. Importantly, the IBN Manager supports a Human-in-the-Loop approach, ensuring
that operators remain in control of critical decisions.

Finally, the Services Repository maintains a catalogue of modular and reusable SFs that can
be combined and shared across different use cases and stakeholders. This repository
promotes service reuse and increases the extensibility of the MARE Security Plane.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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From Vision to Validation

The MARE Security Plane is validated through 11 Proofs of Concept (PoCs) covering a broad
range of 6G technologies and deployment scenarios. These PoCs address key Thematic
Areas (TAs) of the project, including:

o Disaggregation and cloud-native architectures with O-RAN,

e Al adoption and large-scale data analytics,

o Heterogeneous resources and edge computing,

o Network openness and exposure APIs,

o Convergence of heterogeneous networks into a unified "Network of Networks" paradigm.

These validation scenarios, which were introduced in the previous project newsletter, will
demonstrate the flexibility, scalability, and effectiveness of the MARE Security Plane in
securing the diverse and dynamic ecosystems envisioned for future 6G networks.

More details of these PoCs can be found on the MARE website: https://mare6g.eu/pocs/

Presentation of Research Publications

In the first 18 months of the project, there have been 9 publications which have been
co-authored by MARE partners. 3 of these are Journal entries while the other 6 are

Conference/workshop publications. Short details of these are given below:
Journal Publications
Machine Learning-Enriched Cybersecurity in Smart Grids

e Explores how Al-powered, data-driven monitoring techniques can detect and respond to
cyber threats in smart grid infrastructures. The article highlights the role of intelligent
anomaly detection in improving the resilience, reliability, and security of next-generation
energy networks.

L y
|

Cross-Layer Analysis of Network Antifragility Under Jamming Attacks

e Explores how interference, traditionally viewed as a challenge, can be intelligently
exploited to strengthen the security and performance of future 6G communications. The
article highlights innovative physical-layer techniques that transform interference into a
tool for enhancing resilience against eavesdropping and cyber threats, paving the way
for more secure wireless networks.

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
European Union’s Horizon Europe research and innovation programme under Grant Agreement No 101191436
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Federated transfer learning-based intrusion detection system in 5G networks

e Presents an innovative approach that combines federated and transfer learning to detect
cyber threats in 5G environments while preserving data privacy. The article
demonstrates how collaborative, Al-driven intrusion detection enhances security,
adaptability, and resilience across distributed next-generation networks.

FEDERATED TRANSFER LEARNING (FTL) for 5G SECURITY
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Conference/Workshop Papers

Design and Evaluation of a Network Digital Twin Framework for 5G/6G Architectures

e Explores how digital twin technology can model, simulate, and optimize next-generation
6G networks in real time. The article highlights MARE’s contribution to developing
intelligent, data-driven network management solutions that improve performance,
resilience, and innovation in future communication systems.

5G/6G Cyber Security Testbed

e Showcases how the MARE project leverages the B5G/6G testbed in Genoa to evaluate
and strengthen cybersecurity solutions for future communication networks. The article
highlights the importance of realistic testing environments in validating innovative
technologies that enhance the security, resilience and reliability of next-generation
wireless systems.

Conformal Prediction and Risk-Based Opti- 6G NETWORK OPTIMIZER
mization of Service Continuity in 6G Edge ¥ e | ﬁ
Networks — | &) = ;
e Explores how intelligent risk awareness
and predictive security mechanismscan
proactively identify and mitigate cyber
threats in future 6G environments. The
article highlights Al-driven approaches
that enable secure, resilient and

uninterrupted network operations by

adapting to evolving risks in real time.
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Cyber defense framework for 5G/6G using a Network Digital Twin

Explores how Network Digital Twins create realistic virtual replicas of mobile networks,
enabling cybersecurity solutions to be tested and Al models to be trained without
disrupting live services. The article highlights how this approach improves the detection

of cyber threats such as DDoS attacks, strengthening the security and resilience of future
5G and 6G networks.

PHYSICAL NETWORK DICITAL TWIN
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Programmable Security for 6G Mobile Networks: The vision of HORSE and

MARE projects

e Explores the shared vision of the HORSE and MARE projects for building secure,
intelligent and resilient 6G ecosystems that support the next generation of connected
services. The article highlights how collaboration, Al-driven security, and innovative
network architectures are shaping a trustworthy foundation for the future of wireless
communications.

Graph Transformer-Based Network Digital Twins for High-Fidelity 5G/6G Traffic Rep-

lication and Synthesis

e Explores how Al-powered digital twins enable realistic simulations of 6G networks,
providing secure environments to test, validate and optimize new technologies before
deployment. The article highlights how these virtual platforms enhance cybersecurity,
improve network performance and accelerate innovation for next-generation
communication systems.

Find full details of all
MARE Publications: [m]=

MARE project has received funding from the Smart Networks and Services Joint Undertaking (SNS JU) under the
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MARE Showcased its Innovative 6G Security
Plane at the 2026 EuCNC & 6G Summit

MARE successfully presented its latest advancements and activities in 6G security, with a

project booth, workshops participation and poster presentation at the prestigious EuCNC &

6G Summit 2026 in Malaga.

At the booth, the 11 MARE Proof of Concepts were presented, with posters describing the

scope of each one, and videos detailing their technical progress. The 9 MARE publications

were also presented, each one with a poster describing the research carried out.

Further to these, the 1st MARE White paper - providing a good description of the project,

was published during EuCNC.

e Details of these PoCs can be found on the MARE website: https://mare6g.eu/pocs/

e Full details of the MARE publications including the 1st MARE White paper can be found
here: https://mare6g.eu/publications/

i MA}E

Throughout the summit, MARE experts were present at the booth to provide more details
about the project and highlight how its programmable, modular and disaggregated security
plane can reinforce Europe’s leadership in trustworthy next-generation connectivity.

MARE SNS JU Award!

A key highlight of MARE'’s participation at
2026 EuCNC & 6G Summit was its
recognition by the SNS JU and the award it
received as one of 10 6G SNS Most
inspiring 6G Use Cases.

We would like to thank the SNS JU for this
recognition!
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6G Threat Landscape & Mitigation: The MARE Approach

As 6G networks take shape, the digital ecosystem is becoming more powerful - but also
significantly more exposed. The expansion of connectivity, intelligence, and
programmability dramatically increases the cyberattack surface, making traditional security
approaches no longer sufficient.

How can we design security that is adaptive, programmable and future-proof?

This webinar showcased the project’s vision, architecture, and early results, while also
fostering dialogue and collaboration with other SNS-JU initiatives and the broader research
and innovation community.

6G THREAT
LANDSCAPE &

MITIGATION

THE MARE APPROACH + WEBINAR + 16 JULY 2026

View all the sessions of the webinar

The MARE Blog is now firmly in place. Aimed for the general public, it provides a
non-technical description of MARE activities, and why MARE and its objectives are
important in the evolution of communication networks.

Since the previous newsletter, the blog has been enriched with more entries, with new
entries providing details on each of the MARE 11 Proof of Concepts.

You can find the MARE Blog here: https://mare6g.eu/blogspot/
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